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To: Interested Persons

From: Timothy H. Edgar, Legislative Counsel

Date: February 14, 2003

Re: Section-by-Section Analysis of Justice Department draft “Domestic Security Enhancement Act of
2003," also known as “Patriot Act II”

The Department of Justice (DOJ) has been drafting comprehensive anti-terrorism legislation for the past several
months. The draft legislation, dated January 9, 2003, grants sweeping powers to the government, eliminating or
weakening many of the checks and balances that remained on government surveillance, wiretapping, detention
and criminal prosecution even after passage of the USA PATRIOT Act, Pub. L. No. 107-56, in 2001.

Among its most severe problems, the bill

Diminishes personal privacy by removing checks on government power, specifically by

» Making it easier for the government to initiate surveillance and wiretapping of U.S. citizens under the
authority of the shadowy, top-secret Foreign intelligence Surveillance Court. (Sections 101, 102 and 107)

¢ Permitting the government, under certain circumstances, to bypass the Foreign Intelligence Surveillance
Court altogether and conduct warrantless wiretaps and searches. (Sections 103 and 104)

» Sheltering federal agents engaged in illegal surveillance without a court order from criminal prosecution if
they are following orders of high Executive Branch officials. (Section 108)

= Creating a new category of “domestic security surveillance” that permits electronic eavesdropping of
entirely domestic activity under looser standards than are provided for ordinary criminal surveillance under
Title Hi. (Section 122)

» Using an overbroad definition of terrorism that could cover some protest tactics such as those used by
Operation Rescue or protesters at Vieques Island, Puerto Rico as a new predicate for criminal wiretapping
and other electronic surveillance. (Sections 120 and 121)

¢ Providing for general surveillance orders covering muitiple functions of high tech devices, and by further
expanding pen register and trap and trace authority for intelligence surveillance of United States citizens
and lawful permanent residents. (Sections 107 and 124)

e Creating a new, separate crime of using encryption technology that could add five years to any sentence
for crimes committed with a computer. (Section 404)

¢ Expanding nationwide search warrants so they do not have to meet even the broad definition of terrorism
in the USA PATRIOT Act. (Section 125)

» Giving the government secret access to credit reports without consent and without judicial
process. (Section 126)

* Enhancing the government's ability to obtain sensitive information without prior judicial approval by creating
administrative subpoenas and providing new penaities for failure to comply with written demands for
records. (Sections 128 and 129)
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e Allowing for the sampling and cataloguing of innocent Americans’ genetic information without court order
and without consent. (Sections 301-306)

o Permitting, without any connection to anti-terrorism efforts, sensitive personal information about Uu.s.
citizens to be shared with local and state law enforcement. {Section 311)

» Terminating court-approved limits on police spying, which were initially put in place to prevent McCarthy-
style law enforcement persecution based on political or religious affiliation. (Section 312)

e Permitting searches, wiretaps and surveillance of United States citizens on behalf of foreign governments -
including dictatorships and human rights abusers — in the absence of Senate-approved treaties. {Sections
321-22)

Diminishes public accountability by increasing government secrecy; specifically, by

o Authorizing secret arrests in immigration and other cases, such as material witness warrants, where the
detained person is not criminally charged. (Section 201)

e Threatening public health by severely restricting access to crucial information about environmental health
risks posed by facilities that use dangerous chemicals. (Section 202)

» Harming fair trial rights for American citizens and other defendants by limiting defense attorneys from
challenging the use of secret evidence in criminal cases. (Section 204)

« Gagging grand jury witnesses in terrotism cases to bar them from discussing their testimony with the
media or the general public, thus preventing them from defending themselves against rumor-mongering
and denying the pubiic information it has a right to receive under the First Amendment. (Section 208)

Diminishes corporate accountability under the pretext of fighting terrorism; specifically, by

e Granting immunity to businesses that provide information to the government in terrorism investigations,
even if their actions are taken with disregard for their customers’ privacy or other rights and show reckless
disregard for the truth. Such immunity could provide an incentive for neighbor to spy on neighbor and
pose problems similar to those inherent in Attorney General Ashcroft's “Operation TIPS.” (Section 313)

Undermines fundamental constitutional rights of Americans under overbroad definitions of “terrorism” and
“terrorist organization” or under a terrorism pretext; specifically by

¢ Stripping even native-born Americans of all of the rights of United States citizenship if they provide support
to unpopular organizations labeled as terrorist by our government, even if they support only the lawful
activities of such organizations, aliowing them to be indefinitely imprisoned in their own country as
undocumented aliens. {Section 501)

» Creating 15 new death penalties, including a new death penalty for “terrorism” under a definition which
could cover acts of protest such as those used by Operation Rescue or protesters at Vieques Island,
Puerto Rico, if death results. (Section 411)

e Further criminalizing association — without any intent to commit specific terrorism crimes — by broadening
the crime of providing material support to terrorism, even if support is not given to any organization listed
as a terrorist organization by the government. (Section 402)

s Permitting arrests and extraditions of Americans to any foreign country — including those whose
governments do not respect the rule of law or human rights — in the absence of a Senate-approved treaty
and without allowing an American judge to consider the extraditing country’s legal system or human rights
record. (Section 322)

Unfairly targets immigrants under the pretext of fighting terrorism; specifically by

e Undercutiing trust between police departments and immigrant communities by opening sensitive visa files
to local police for the enforcement of complex immigration laws. (Section 311)

¢ Targeting undocumented workers with extended jail terms for common immigration offenses. (Section
502)

¢ Providing for summary deportations without evidence of crime, criminal intent or terrorism, even of fawful
permanent residents, whom the Attorney General says are a threat to national security. (Section 503)
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¢ Completely abolishing fair hearings for lawful permanent residents convicted of even minor criminal
offenses through a retroactive “expedited removal” procedure, and preventing any court from questioning
the government’s unlawful actions by explicitly exempting these cases from habeas corpus
review. Congress has not exempted any person from habeas corpus — a protection guaranteed by the
Constitution — since the Civil War. (Section 504)

e Allowing the Attorney General to deport an immigrant to any country in the world, even if there is no
effective government in such a country. (Section 506)

Given the bipartisan controversy that has arisen in the past from DOJ's attempts to weaken basic checks and
balances that protect personal privacy and liberty, the DOJ'’s reluctance to share the draft legislation is perhaps
understandabie. The DOJ’s highly one-sided section-by-section analysis reveals the Administration’s strategy IS
to minimize far-reaching changes in basic powers, as it did in seeking passage of the USA PATRIOT Act, by
characterizing them as minor tinkering with statutory language designed to bring government surveillance
authorities, detention and deportation powers, and criminal penalties “up to date.”

This ACLU section-by-section analysis of the text of the legislation, however, reveals that the DOJ's modest
descriptions of the powers it is seeking, and the actual scope of the authorities it seeks, are miles apart. The USA
PATRIOT Act undercut many of the traditional checks and balances on government power. The new draft
legislation threatens to fundamentally alter the constitutional protections that allow us as Americans to be both
safe and free. If adopted, the bill would diminish personal privacy by removing important checks on government
surveillance authority, reduce the accountability of government to the public by increasing government secrecy,
further undermine fundamental constitutional rights of Americans under an already overbroad definition of
“terrorism,” and seriously erode the right of all persons to due process of law.

Qur detailed section-by-section analysis foliows.

Title | — Diminishing Personal Privacy by Removing Checks on Government Intelligence and Criminal
Surveiliance Powers

Title | amends critical statutes that govern intelligence surveillance and criminal surveillance. Both forms of
surveillance are subject to Fourth Amendment limitations. See Kalz v. United Stafes, 388 U.S. 347 (1 967)
(criminal surveillance); United States v. United States District Court ("Keith”), 407 U.S. 297 (1972) (intelligence
surveillance). Yet while traditional searches are governed by warrant procedures largely drawn from the common
faw, wiretapping and other forms of electronic surveillance are governed by standards and procedures embodied
in two federal statutes that respond to Katz and Keith — Title Il of the Omnibus Crime Control and Safe Streets
Act of 1968, 28 U.S.C. §§ 2510-22, which govemns surveillance of criminal suspects, and the Foreign iInteliigence
Surveillance Act of 1978 (FISA), 50 U.S.C. §§ 1801-63 which governs surveillance of foreign powers and agents
of a foreign power for intelligence purposes.

Making it easier for the government to initiate surveillance and wiretapping. including of United States citizens and
lawful permanent residents, through the secret Foreign Intelligence Surveillance Court (Sections 101-111). The
draft bill's proposed amendments to FISA attack key statutory concepts that are critical to providing appropriate
limits and meaningful judicial supervision over wiretapping and other intrusive electronic surveillance for
intelligence purposes. These limits were approved by Congress in 1978 because of a history of abuse by
government agents who placed wiretaps and other listening devices on political activists, journalists, rival political
parties and candidates, and other innocent targets. These so-called “national security wiretaps” and other covert
surveillance were undertaken without any court supervision and without even the slightest suspicion that the
targets of such surveillance were involved in criminal activities or were acting on behalf of any foreign government
or political arganization. This pattern of abuse culminated in the crimes of Watergate, which led to substantial
reforms and limits on spying for intelligence purposes.

FISA represented a compromise between civil libertarians, who wanted to ban “national security wiretaps”
altogether, and apologists for Presidential authority, who claimed such unchecked intelligence surveillance
authority was inherent in the President’s Article Il power over foreign relations. The Congress chose to authorize
intelligence wiretaps without evidence of crime, subject to a number of key restraints. One of these restraints,
separating intelligence gathering from criminal investigations, has been significantly weakened by the USA
PATRIOT Act. The USA PATRIOT Act abolished the “primary purpose” test — the requirement that FISA
surveillance could only be used if the primary purpose of surveillance was gathering of foreign intelligence, and
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not criminal prosecution or some other purpose.

The draft bill eliminates or substantially weakens a number of the remaining constraints on intelligence
surveillance approved by Congress. Taken as a whole, these changes go a fong way to undermine limits on
intelligence surveiliance essential to preserving civil liberties and to preventing a repeat of the wiretapping abuses
of the J. Edgar Hoover and Watergate eras.

Authorizing the government to initiate wiretaps and other electronic surveillance on Americans who have no ties
to foreign governments or powers (sec. 101). This section would permit the government to obtain a wiretap,
search warrant or electronic surveillance orders targeting American citizens and fawful permanent residents even
if they have no ties to a foreign government or other foreign power. Under FiSA, the government need not show,
in many circumstances, probable cause that the target of a wiretap is involved in any criminal activity. FISA
requires an alternate showing — probable cause that the target is acting on behalf of a foreign government or
organization, i.e., a “foreign power.” Section 101 of the draft bill eliminates this requirement for individuals,
including United States citizens, suspected of engaging in “international terrorism.” it does so by redefining
individuals, including United States citizens or lawful residents, as “foreign powers” even if they are not acting on
behaif of any foreign government or organization. The “foreign power” requirement was a key reason FISA was
upheld in a recent constitutional challenge. See In re Sealed Case No. 02-001, slip op. at 42 (Foreign Intelligence
Surveiillance Ct. of Rev. Nov. 18, 2002) (while FISA requires no showing of probable cause of crime, itis
constitutional in part because it provides “another safeguard . . . that is, the requirement that there be probable
cause to believe the target is acting “for or on behaif of a foreign power."){1]

Permitting surveillance of the lawful adtivities of United States citizens and fawful permanent residents if they are
suspected of gathering information for a foreign power (sec. 102). United States citizens and fawful permanent
residents who are not violating any law should not be subject to wiretapping or other intrusive electronic
surveillance. The FISA contains dual standards for non-U.S. persons and for U.S. persons with respect to
surveillance of “intelligence gathering activities,” i.e., the gathering of information for a foreign government or
organization. These standards reflect the judgment of Congress that U.S. persons should not face electronic
surveillance unless their activities “involve or may involve” some violation of law (as, for example, would certainly
be the case with respect to any activity in furtherance of terrorism or other crime). For non-U.S. persons, this
showing does not have to be made, i.e., the gathering of information by foreign persons for foreign powers is
enough to trigger FISA. The draft bill (at section 102) applies the lower standard to U.S. persons.

Lawful gathering of information for a foreign organization does not necessarily pose any threat to national
security. This amendment would permit electronic surveillance of a local activist who was preparing a report on
human rights for London-based Amnesty International, a "foreign political organization,” even if the activist was
not engaged in any violation of law. By eliminating this need to show some violation of law may be involved
before authorizing surveillance of U.S. persons, Congress could well succeed in rendering FISA unconstitutional,
by eliminating another key reason FISA was upheid in a recent court challenge. See In re Sealed Case No. 02-
001, slip op. at 42 (Foreign Intelligence Surveillance Ct. of Rev. Nov. 18, 2002) (holding that FISA surveillance of
U.S. persons meets Fourth Amendment standards in part because a surveillance order may not be granted
unless there is probable cause to believe the target is involved in activity that may involve a violation of law).

Permitting the governiment, under some circumstances, to bypass the Foreigh Intelligence Surveillance Court
altogether (Sections 103, 104). Section 103 gives the Attorney General the power to authorize intelligence
wiretaps and other electronic surveillance without permission from any court, including the Foreign Intelligence
Surveillance Court, for fifteen days, after an attack on the United States or force authorization resolution from the
Congress. Under existing federal statutes, a formal declaration of war by the Congress triggers a host of civil
liberties consequences, including authorization by the Aftorney General to engage in intrusive electronic
surveillance for up to fifteen days without any court order at ali. The draft bill expands this power dramatically by
eliminating judicial review for any surveillance under FISA for a period up to fifteen days pursuant to (1) an
authorization of force resolution by the Congress or (2) a “national emergency” created by an attack on the United
States. For surveillance under the latter circumstance, no action by Congress would be required. Once the
President has unilaterally decided such an attack has occurred, the Attorney General could unilateraily decide
what constitutes an “attack” on the United States, creating an emergency that justifies what would otherwise be
plainly iliegal wiretaps.

DOJ's rationate for this change is that declarations of war are rare and the statute should be updated to reflect
this. This argument fundamentally misconstrues the purpose of this provision. The normal FISA pracess,
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including review by the Foreign Intelligence Surveillance Court, was Congress’s attempt to impose meaningful
limits over national security surveillance conducted without a formal declaration of war and for continuing threats
that cannot easily by defined by reference to traditional war powers. To use Congress’ grant of surveillance
authority foliowing a declaration of war as an argument to permit surveiliance even in the absence of such action
by Congress is a fundamental intrusion on Congress’s war powers.

The draft bill (at section 104) also expands special surveillance authority, available for up to a year with no court
order at all, for property “under the open and exclusive control of a foreign power” by permitting eavesdropping on
“spoken communications.” This expansion of authority leaves intact the current requirement that such
surveillance can go forward only if the Attorney General certifies under oath that “there is no substantial likelihood
that the surveillance will acquire the contents of any communication to which a United States person is a

party.” Still, the new authority would plainly involve eavesdropping on communications protected by the Fourth
Amendment, as it would inevitably result in listening — without any court order — to the conversations in the United
States of anyone who might be using telephones, computers, or other devices owned by a foreign government,
political organization, or company owned by a foreign government.

There are serious questions about whether the secret review of surveillance orders by the Foreign Intelligence
Surveillance Court, which by its nature can only hear the government's side of the case, is effective in protecting
Americans’ civil liberties. These amendments would bypass judicial review under FISA altogether.

Sheltering federal agents engaged in illegal surveillance without a court order from criminal prosecution if they are
following orders of high Executive Branch officials {Section 106). This section would encourage unlawful
intelligence wiretaps and secret searches by immunizing agents from criminal sanctions if they conduct such
surveillance, even if a reasonable official would know it is illegal, by claiming they were acting in “good faith"
based on the orders of the President or the Attorney General. In order to ensure that FISA was successful in
bringing national security surveillance under the rule of law, Congress not only provided a process for legal
intelligence surveillance, but also imposed criminal penalties on any government agent who engages in electronic
surveillance outside that process. Congress also provided a “safe harbor” for agents who engaged in surveillance
that was approved by the Foreign Intelligence Surveillance Court, even if such surveillance was not in fact
authorized by FISA. The draft bill (at section 106) substantially undercuts the deterrent effect of criminal
sanctions for illega! wiretaps or electronic surveillance by expanding the “safe harbor” to include surveillance not
approved by any court, but simply on the authorization of the Attorney General or the President.

Of course, the very spying abuses FISA was designed to prevent were undertaken with the authorization of high-
ranking government officials, including the President. For example, President Nixon authorized just such a covert
search of the Brookings Institution, whom he and his staff suspected of possessing classified information that had
been leaked to the press. As described by Nixon biographer Richard Reeves:

Nixon sat up. “Now if you remember Huston's plan [to engage in covert surveillance] . . ."
“Yeah, why?” Haldeman said.
Kissinger said: “But couldn't we go over? Now, Brookings has no right to classified-"

The President cut him off, saying, “l want it implemented. . . . Goddamit get in there and get those
files. Blow the safe and get them."[#]

Any government official acting within the scope of his employment already enjoys “qualified immunity” from
charges of violating Fourth Amendment or other constitutional rights —i.e., an official cannot be punished or held
civilly liable if a reasonable government official would not have known his or her conduct was illegal. See
Harlow v. Fitzgerald, 457 U.S. 800, 818 (1982). Providing additional protection to government officials who
engage in wiretaps or searches without a court order, where a reasonable official would know those wiretaps or
searches were clearly illegal, would take away any incentive for such officials to question an illegal authorization
by the President, Attorney General or other high official.

Further expanding pen register and trap and trace authority for intelligence surveillance of United States citizens
and lawful permanent residents beyond terrorism investigations (Section 107). This section allows the
government to use intelligence pen registers and trap and trace surveillance devices to obtain detailed information
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on American citizens and lawful permanent residents, including telephone numbers dialed, Internet addresses to
which e-mail is sent or received, and the web addresses a person enters into a web browser, evenin an
investigation that is entirely unrelated to terrorism or counterintelligence. In so doing, it erodes a limitation on this
authority that was part of the USA PATRIOT Act.

The standard for obtaining a pen register or trap and trace order is very low, requiring merely that a government
official certify that the information it would reveal is “relevant” to an investigation. Under section 216 the USA
PATRIOT Act, the government was given new power to obtain this sensitive information for Internet
communications merely by making this certification. This expansion was a serious erosion of meaningful judicial
oversight of government surveillance because it expanded the authority to get court orders for pen registers and
trap and trace devices in a way that permitted the government to access far more detailed content than was
available before such authority was extended to the Internet.

For United States citizens and lawful permanent residents, Congress limited the new authority to terrorism and
counterinteligence investigations. This section would remove that limitation, opening the door to expanded
government surveillance of United States citizens and lawful permanent residents under controversial government
law enforcement technologies like CARNIVORE and the Total information Awareness Pentagon "super-snoop”
program whose development Congress just voted to limit.

Providing cleared. appointed counsel for the Foreign Intelligence Surveillance Court of Review (Section

108). While we welcome the provision providing for an appointed, cleared counsel to argue in favor of a ruling of
the Foreign !ntelligence Surveillance Court when the government appeals its decisions, it should not substitute for
participation, in appropriate cases, by interested civil liberties organizations. The Foreign iIntelligence
Surveillance Courst approves government orders for electronic surveillance and physical searches under FISA. It
meets in secret and never hears from anyone other than the government officials seeking its approval. |f an order
is denied, the government has the right to seek review of that denial in a special three-judge court of appeals,
called the Foreign Intelligence Surveillance Court of Review. No one can appeal the approval of a surveillance
order, as the target of the surveillance is not notified. Instead, the only challenge to an approved order would
occur later, if the information obtained is to be used in a criminal prosecution, in a suppression motion before the
district court. If the information is used only for intelligence purposes, there is never an oppertunity to challenge
the lawfulness of an order approving surveillance.

This section seeks to remedy the problems inherent in a one-sided proceeding, at least with respect to appeals
before the Court of Review, by permitting the court to appoint an advocate with security credentials to defend the
decision reached in the initial hearing before the Fareign Intelligence Surveillance Court. While the ACLU
welcomes this effort to inject an adversary process into the Court of Review’s proceedings, it warns that
appointing a cleared lawyer should not be a substitute for independent advocacy by civil liberties or other
interested organizations. QOrganizations independent of the government should be permitted to file briefs amicus
curiae and, in appropriate cases, fo participate in oral argument as interveners on behalf of Americans who may
face increased surveillance as a result of an interpretation of FISA being urged by the government. For this
reason, Congress should adopt legislation providing clear procedures that require the publication of opinions by
the Foreign Intelligence Surveillance Court and the Court of Review, with redactions for classified information.

Providing new contempt powers for Foreign Intelligence Surveillance Court without sufficient due

process {Section 109). This section seeks to give the Foreign Intelligence Surveillance Court the power to
enforce its judgments through explicit contempt powers. While the ACLU does not object to the enforcement of
lawful court orders, the draft bill does not specify a means by which parties seeking to challenge an order of the
court can vindicate their rights, such as by a motion to quash. Ifthe court is to be given this authority, both the
Fourth Amendment and due process require a mechanism, which currently does not exist, for a party facing a
possible contempt sanction to appear before the Foreign Intelligence Surveillance Court and be heard, prior to the
imposition of any sanctions.[3}

Using an overbroad definition of terrorism that could cover tactics used by some protest groups as a predicate for
criminal wiretapping and other surveillance under Title I (Sections 120, 121). Current law provides, at 18 U.5.C.
§ 2516, a list of “predicate offenses” that permit the government to conduct wiretaps and other intrusive
surveillance. The list is quite lengthy, but reflects the judgment of Congress that electronic surveillance is a
particularly intrusive investigative method that is not appropriate for all criminal investigations but should be
reserved only for the most serious crimes.
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Title 18 already provides that any terrorism crime defined by federal law is a predicate for Title Il

surveillance. See 18 U.S.C. § 2516(q) (providing that any violation of sections 2332, 2332a, 2332b, 2339A, or
2339B is a predicate offense for Title [l surveillance). The draft bill, however, extends the predicate even further,
fo cover offenses that are nof defined as terrorism crimes under federal law, but do fit the definition of either
international or domestic terrorism, i.e., they involve acts that are a violation of federal or state law, are committed
with the intent of affecting government policy, and are potentially dangerous. See 18 U.S.C. § 2331, ltis this
broad definition that sweeps in the activities of a number of protest organizations that engage in civil
disobedience, including People for the Ethical Treatment of Animals and Operation Rescue. Since true crimes of
terrorism are aiready predicates for Title 11l surveillance, providing this authority is not necessary to listen to the
telephone conversations and monitor the e-mail traffic of terrorist groups. To ensure Title |l wiretaps are not used
to monitor the activities of protest organizations, Congress should reject this provision and should also amend the
definition of “terrorism.”

Creating a new category of “domestic security surveillance” that relaxes judicial oversight of eiectronic
surveillance of Americans engaged in entirely domestic activity (Section 122). This section authorizes looser
standards for judicial oversight of wiretaps of electronic surveillance orders of Americans for entirely domestic
activity under a new theory of domestic intelligence gathering. Intelligence-based surveillance and criminal
susveillance are conducted under different rationales, but both are subject to Fourth Amendment protections. See
Kalz and Keith, supra. Title Il!, which governs criminal surveillance, provides significantly more robust protections
than those afforded for surveillance of foreign intelligence conducted in the United States pursuant to FISA, Title
il requires more frequent and continuing supervision of the surveiltance order by the autherizing judge, and
subsequent notice to the target of the surveillance order unless the government shows adverse results would
occur if notice were given.

Title 1ll governs electronic surveillance in domestic criminal and terrorism cases: the looser intelligence standards
provided by FISA, including the ability to conduct surveillance in virtually complete secrecy, have always been
reserved for “agents of a foreigh power.” The proposed amendment would fundamentally redefine domestic
intelligence gathering through wiretaps and other intrusive surveillance to include entirely domestic security
investigations. In so doing, DOJ claims it is accepting the “invitation” of the Supreme Court in Keith to devise
specific standards for domestic intelligence investigations. It is far from clear the Supreme Court ever issued
such an “invitation” because of the ambiguity of the term “domestic intelligence.” FISA is, in one sense, a purely
domestic intelligence gathering power; it governs gathering of intelligence on United States soil and authorizes
surveillance of United States citizens. Under this understanding of “domestic intefiigence,” Congress has already
provided far looser standards for such surveillance than it has for criminal investigations.

In any event, the draft bill's redefinition of intelligence creates what is in essence a twilight zone between the
criminal standards provided in Title 11l and the foreign intelligence standards for targets involved with “foreign
powers” in FISA. That twilight zone, as conceived by the draft bill, has significant implications for Americans’ right
to privacy. Under the DOJ's proposed standards, for domestic terrorism, the normal time period for domestic
surveillance orders under Title 1l would triple from 30 days to 90 days, or, in the case of pen registers and trap
and trace devices, from 60 days to 120 days; the judge would be prevented from requiring mare frequent reports
than once every 30 days, limiting the judge’s ability to provide meaningful supervision, and absolute secrecy could
be imposed on the government’s claim of harm to the “national security,” a standard that provides no meaningful
judicial check.

Providing for general surveillance orders covering users of high technology devices with multiple functions, thus
lowering the bar to surveillance (Section 124). This section would, in some cases, relieve the government from
showing probable cause that would justify reading a person's e-mail if it had shown probable cause that a
person’'s telephone conversations would be relevant to criminal activity. It authorizes a general warrant that, in
the physical world, would allow officers who could show probable cause to search only one drawer of a desk to
obtain a court order allowing a search of the entire buiiding.

The proposed change would erode the privacy rights of users of multi-function devices. Multi-function devices
represent an important advance in communications technology. Such devices can combine the functions of a
telephone, fax machine and computer with internet access, or those of a mobile phone and text messaging
service. Another example is the popular TiVe video storage device which both records television programs
received through a cable or sateliite system and communicates a user's preferences through a computer modem.

Unfortunately, the draft bill continues a DOJ trend of using advances in technology to justify eroding privacy
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standards. While technology is constantly changing, the principles of the Constitution remain

constant. Specificity is a basic requirement for any constitutional judicial process permitting government searches
or seizures. The Fourth Amendment states that “no Warrants shall issue, but upon probable cause, supported by
Oath or affirmation, and particuiarly describing the place to be searched, and the persons or things to be

seized.” The fact that the government can show probable cause to monitor e-mail, for example, does not mean
that it should also have authority to listen to the target’s telephone conversations. Of course, if the government
can satisfy the probable cause or other application standard with respect to all of the functions of a device, there
is no reason it cannot be granted approval to monitor those functions in a single order. However, the draft bill
would make approval for each function automatic, providing that “communications transmitted or received through
any function peformed by the device may be intercepted and accessed unfess the order specifies otherwise . . ”

In addition, an order that covers, for example, a personal computer that carries voice or data transmission, also
permits “upon a showing as for a search warrant . . . the retrieval of other information (whether or not constituting
or derived from a communication whose interception the order authorizes).” While somewhat oblique, this
language would permit the seizure of any information stored on a computer’s hard drive if the government
obtains a order to intercept communications through any of the computer's communications functions and makes
the required showing.

There is no reason that the purchase of new technology should diminish the user's privacy. Whether one owns
one device with several communications functions, or separate communications devices, the government’s
obligations to show probable cause that the monitoring of communications or the seizure of data will provide
some evidence of cime should be the same.

Expanding natiohwide search warrants so they do not have to meet even the broad definition of terrorism in the
USA PATRIOT Act (Section 125). The USA PATRIOT Act gave the government authority to issue nationwide
search warrants in terrorism investigations, based on the extremely broad definition of domestic and international
terrorism contained in 18 U.8.C. § 2331. This definition covers any violation of law, state or federal, that involves
“acts dangerous to human life” and is committed with the requisite intent. The draft bill (at section 125) expands
the use of nationwide search warrants to cover any offense listed as a federal terrorism crime under 18 U.S.C. §
2332b(g)(5)(B). In general, this is unlikely to be needed as the crimes listed as terrorism crimes are either violent
offenses or at least “involve” dangerous acts. To the extent such offenses do not at least “involve” viclence or
dangerous acts, they should not be terrorism crimes at all and should not trigger special terrorism powers that are
unavailable in order criminal investigations. If Congress grants additional authority for nationwide search warrants
for certain offenses listed as terrorism crimes, its authority to get nationwide search warrants under an overbroad
definition of international and domestic terrorism should be curtailed, by, for example, eliminating that authority or
amending the definition of terrorism.

Giving the government secret access to credit reports without consent and without judicial process (Section
128). This section would allow the government o secretly obtain anyone's credit report without their consent and
without any judicial procedure.

The government should not have access to sensitive personal information which has been collected far business
purposes on the same basis as businesses, because the government’s powers — for example, to compel
questioning before a grand jury, arrest, deport, or incarcerate — are far greater than the powers of any business.

In any event, the draft bill does nof, as the heading states, provide “equal access” for government to such reports;
rather, the statute greatly expands access to credit reports by authorizing the government to obtain these reports
without consent, notice to the person to whom the credit report pertains, and without a court order. Credit reports
are available to business with a “legitimate business need" but only with the consent of the person whose credit
report is being examined, such as when that person applies for a loan or a job.

Anyocne who has applied for a job or a mortgage and encountered a problem because of a false credit report —
which could the result of identity theft, simple error, or malice - knows how difficult it can be to get errors
corrected. Under this provision, however, the consequences of an erroneous credit report are far more serious
than when credit reports are used for business purposes. Under this provision, because credit reports can be
obtained without notice or consent, there is no opportunity for the person to contest an erroneous report.

Creating new terrorism “administrative subpoenas" and providing new penalties for failure to comply with written
demands for records that permit the government to obtain information without prior judicial approval (Sections
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128 and 129). Under these sections, government can demand — and enforce its demands through civit and
criminal penalties — documents and other information from a business, such as an Internet Service Provider, or
any individual without prior court approval. Administrative subpoenas provide the government with the ability to
compel production of documents or information without obtaining a court order. While such subpoenas can be
challenged, after they are issued, through a motion to quash, such a motion must be brought by the party
challenging the subpoena, who incurs the trouble and expense of challenging the subpoena.

The draft bill authorizes the use of administrative subpoenas and what the DOJ calis “national security letters” to
obtain information in terrorism investigations. These sections reduce judicial oversight of terrorism investigations
by relegating the role of the judge to considering challenges to orders already issued, rather than ensuring such
orders are drawn with due regard for the privacy and other interests of the target. Furthermore, by granting the
government power ta compel production of records or other information, such as computer files, without first going
to court, the draft bill will likely increase the administrative burden imposed on small businesses, particularly high-
technology firms, who are facing ever-increasing demands for records in both civil cases and criminal
investigations.

Title Il - Diminishes Public Accountability and Due Process By Increasing Government Secrecy

Authorizing secret arrests in immigration and other cases wherg the detained person is not criminally

charged (Section 201). After September 11, 2001, well over a thousand persons whom the government said
were connected to its terrorism investigation were detained on immigration charges or material witness warrants
without the government revealing who they were or other basic information about their arrests that has always
been available to the public and the press. Never before had our government sought to detain persons within the
United States in secret; a public process for depriving any individual of liberty is an essential component of the
rule of law in a democratic society. As Alexander Hamilton made clear in the Federalist papers more than two
centuries ago, a policy that allows “confinement of the person, by secretly hurrying him to jail, where his sufferings
are unknown or forgotten” is a “dangerous engine of arbitrary government.”j4] “The requirement that arrest books
be open to the public is to prevent any ‘secret arrests,” a concept odious to a democratic society . .. ." Morrow v.
District of Columbia, 417 F.2d 728, 741-42 (D.C. Cir. 19569).

The government's policy of secret arrests came under fire in both federal and state court in lawsuits brought by
the American Civil Liberties Union and other civil fiberties and press freedom groups. So far, every court to reach
the merits of the argument has agreed that the government’s secret arrests policy is not supported by law, is not
necessary to protect national security, and violates fundamental principles reflected in state and federal open
records laws.[51 When confronted with the ruling in New Jersey state court, the DOJ responded not by complying
or appealing the ruling to a higher court, but by issuing a regulation preempting that state’s law. It has now
chosen to ask Congress to cut short the federal lawsuit in the much the same way.

Threatening public health by severely restricting access to crucial information about environmental health risks
posed by facilities that use dangerous chemicals (Section 202). This section would deprive communities and
environmental organizations of critical information concerning risks to the community contained in “worst case
scenarios” prepared under federal environmental laws. Under section 112(r) the Clean Air Act, 47 U.5.C. § 7212
(n), corporations that use potentially dangerous chemicals must prepare an analysis of consequences of the
release of such chemicals to surrounding communities. This information is absolutely critical for community
activists and environmental organizations seeking to protect public health and safety, and the environment, and
by ensuring compliance by private corporations with environmental and health standards and alerting local
residents to the hazards to which they may be exposed.

The proposed amendment (sec. 202) severely restricts access to such information, limiting such access to
reading rooms in which copies could not be made and notes could not be taken, and excising from the reports
such basic information as “the identity or location of any facility or any information from which the identity or
location of the facility could be deduced.” “Official users” are given greater access, but these users only include
government officials, and government whistleblowers who reveal any information restricted under this section
commit a criminal offense, even if their motivation was to protect the public from corporate wrongdoing or
government neglect.

Harming fair trial rights for American citizens and other defendants by limiting defense attorneys from challenging
the use of secret evidence in criminal cases (Section 204). This section would inhibit the ability of the accused to
defend themselves against criminal charges based in part on classified information. The Classified Information
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Procedures Act (CIPA), 18 U.S.C. App. 3 §§ 1-16, provides a special procedure to govern an extraordinary
situation — where the government seeks to use information in a criminal case which is classified by Executive
Order without revealing in open court any more information than is necessary to provide the defendant with a fair
trial under the Sixth Arnendment. {6}

CIPA entrusts to federal district judges the “gatekeeper” function of determining what classified information can be
excluded from open court, what information can be given to the defense in summary form, and what essential
information must be disclosed to the defendant to ensure his fight to contest the accusations against him and to
ensure that evidence the jury or other factfinder considers is reliable, having been tested in an adversarial
proceeding. The judge has the power to consider a government request to delete information or substitute a
summary in an ex parte proceeding, i.e., without the benefit of hearing from the defense. CIPA does not give the
government a right to make its case in the absence of the defense; instead, the judge determines how much of
the prosecution’s submission to examine ex parte and in camera, k.e., in secret. The proposed amendment (sec.
204) would seriously undermine the judge’s initial gatekeeping role by compelling a judge, at the request of the
prosecution, to determine whether and how to redact classified information without the benefit of an adversary
hearing. In other words, the amendment would take away the judge's authority, under current law, to hear
defense objections to a prosecution request for authorization to delete specified items of classified information
from documents relevant to the defense’s case.

CIPA strikes the right balance between the government’s national security interests and the defendant’s right to
see the evidence against him or her. This amendment undermines that balance.

Gagging grand jury witnesses in terrorism from discussing their testimony with the media or the general public,
thus preventing them from defending themselves and denying the public information it has a right to receive under
the First Amendment (Section 206). This section would gag grand jury witnesses so that they could not publicly
respond to false information about them leaked to the press. Rule 6(e) of the Federal Rules of Criminal
Procedure imposes a general obligation of secrecy requiring attorneys and grand jurors to refrain from
commenting on “matters occurring before the grand jury.” In theory, grand jury secrecy is imposed primarily to
protect the reputation of individuals who become subject to a grand jury investigation. In practice, such secrecy
does not always afford much protection, as faw enforcement officials who leak information to reporters in violation
of Rule 6(e) are rarely discovered and prosecuted.

Grand jury secrecy is nof imposed on witnesses, who are free to speak about their testimony to friends,
associates or to the media. in practice, this limitation is essential to afford targets of a grand jury investigation the
opportunity to defend themselves against leaked accusations and media speculation. Under the proposed
amendment (section 206), witnesses in terrorism investigations could be unfairly smeared in the media and be
deprived from the ability to defend themselves under pain of a criminal sanction.

Title Il - Diminishing Personal Privacy by Removing Checks on Local Police Spying; Undermining
Genetic Privacy; Removing Checks on Foreign-Directed Searches and Arrests, Even for Dictatorships;
Sharing Sensitive Immigration Information With Local Police

Allowing for the sampling and cataloguing of innogent Americans’ genetic information without court order and
without consent (Sections 301-306). The proposed bill authorizes collection of genetic information of persons
who have not been convicted of a crime for terrorism investigation purposes, and the entering of that sensitive
information into a database. At a minimum, such collection should not be permitted on persons who have not be
convicted of serious crimes uniess a judge decides to permit such collection by issuing a court order on the basis
of probable cause to believe the information will assist in a criminal investigation. Furthermore, personal genetic

information must be destroyed within a reasonable time, such as when a suspect is cleared, to ensure itis not
available for misuse by the government or private industry at a later date.

Drawing a DNA sample involves an intrusion on personal privacy that is far more invasive than simply taking a
fingerprint. A fingerprint is useful only as a form of identification. By contrast, a DNA sample includes such
intimate, personal information as the markers for thousands of diseases, legitimacy at birth, or (as science
advances) aspects of an individual's personality such as his or her temperament. In addition, this personal
information is not unique to the individual alone, but also provides clues to the genetic traits of everyone in that
individual's bloodline. Genetic discrimination is not merely a distant artifact of the discredited eugenics movement
of the first half of the Twentieth Century, but is widespread today among private employers, and is (in most states)
perfectly legal.[7]
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