1. Title,

Amendments to House Bill No. 785

1lst Reading Copy

Requested by Representative Jill Cohenour

Prepared by Sheri Heffelfinger
March 18, 2005 (ll:46am)

page 1, line 11.

Following: "2-17-516,"
Strike: "AND"

2. Title, page 1, line 12.
Following: "2-17-524,"
Insert: "AND 2-17-534.,"

3. Page 1, line 17,
Strike: "vendor" in both places
Insert: "contractor" in both places

4. Page 1, line 19.
Following: “that the" .
Insert: "contractor and the"

5. Page 1, line 20.
Strike: "is"
Insert: "are"

6. Page 2, line 17.
Following: "resourceg;?"
Strike: "and"

7. Page 2, line 19.
Following: "2-17-523"
Insert: "; and

For the House State Administration Committee

- (7) ensure that all confidential information described in
[section 1(2)] that is compiled and maintained by the state in a
database within the purview of the department is protected from

illegal access and distribution™
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8. Page 2.
Following: line 195
Insert: ""

9. Page 4, line 10.
Following: "and"
Insert: "and"

10. Page 4, line 11 through line 14.

Strike: ": and"™ on line 11 through "distribution" on line 14

11. Page 6.
Following: line 20
Insert: "Section 6. Section 2-17-534, MCA, is amended to read:

"2-17-534. Security responsibilities of department. The
department is responsible for providing centralized management
and coordination of state policies for security of data and
information technology resources and shall:

{1) establish and maintain the minimum security standards
and policies to implement 2-15-114, including the physical
security of the central computer center, statewide
telecommunications network, and backup facilities consistent with
these standards;

(2} establish guidelines to assist agencies in identifying
information technology personnel occupying positions of special
trust or responsibility or sensitive locations;

{3) establish standards and policies for the exchange of
data between any agency information technology resource and any
other state agency, private entity, or public entity to ensure
that exchanges do not jeopardize data security and
confidentiality;

(4) coordinate and provide for a training program regarding
security of data and information technology resources to serve
governmental technical and managerial needs;

(5} include appropriate security requirements in the
specifications for sclicitation of state contracts for procuring
data and information technology resources; =amd

(6) wupon request, provide technical and managerial
assistance relating to information technology security: and

i establish and maintain the policieg and standards
necessary to assist each department in implementing [section 1]."
{Internal References to 2-17-534; None.}“

Renumber: subsequent sections
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