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data, but it underestimates the extent of losses in
many cases because it does not capture the effect
of lost intellectual property on future sales

and profits.

Harm is calculated in US civil court cases involving
the theft of trade secrets by measuring the “lost
profits” or “reasonable royalty” that a company is
unable to earn because of the theft. Although this
method requires subjective assumptions about
market share, profitability, and similar factors, it
does offer a more complete calculation of the cost
than relying strictly on historical accounting data.

Estimates from academic literature on the losses
from economic espionage range so widely as to
be meaningless—from $2 billion to $400 billion or
more a year—reflecting the scarcity of data and
the variety of methods used to calculate losses.

A Possible Proxy Measure of the
Costs of Economic Espionage to the
United States

New ideas are often @ company’s or an agency’s
most vaiuable information and are usually of
greatest interest to foreign collectors. Corporate and
government spending on research and development
(R&D) is one measure of the cost of developing new
ideas, and hence is an indicator of the value of the
information that is most vulnerable to economic
espionage. R&D spending has been tracked by the
National Science Foundation (NSF) since 1953.

For 2008, the most recent year available, the NSF

calculated that US industry, the Federal Government,
universities, and other nonprofit organizations
expended 5398 billion on R&D, or 2.8 percent of the
US Gross Domestic Product.

Pervasive Threat from Intelligence
Adversaries and Partners

Many states view economic espionage as an essential
tool in achieving national security and economic
prosperity. Their economic espionage programs
combine collection of open source information,
HUMINT, signals intelligence (SIGINT), and cyber
operations—to include computer network intrusions
and exploitation of insider access to corporate and
proprietary networks—to develop information that
could give these states a competitive edge over the
United States and other rivals.

e China and Russia view themselves as strategic
competitors of the United States and are the
most aggressive collectors of US economic
information and technology.
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Other countries with closer ties to the United
States have conducted CNE and other forms of
intelligence collection to obtain US economic and
technology data, often taking advantage of the
access they enjoy as allies or partners to collect
sensitive military data and information on other
programs.

Recent Insider Thefts of Corporate Trade Secrets with a Link to China

David Yen Lee...chemist with Valspar Corporation...between late 2008 and early 2009 used access to
internal computer network to download about 160 secret formulas for paints and coatings to his own
storage media...intended to take this proprietary information to a new job with Nippon Paint in
Shanghai, China...arrested March 2009...pleaded guilty to one count of theft of trade secrets;
sentenced in December 2010 to 15 months in prison.

Meng Hong...DuPont Corporation research chemist...in mid-2009 downloaded proprietary
information on organic light-emitting diodes (OLED) to personal e-mail account and thumb
drive...intended to transfer this information to Peking University, where he had accepted a
faculty position; sought Chinese Government funding to commercialize OLED :
research...arrested October 2009...pleaded guilty to one count of theft of trads secrets;
sentenced in October 2010 to 14 months in prison.

Yu Xiang Dong (aka Mike Yu)...product engineer with Ford Motor Company who in December
2006 accepted a job at Ford's China branch...copied approximately 4,000 Ford documents onto
an external hard drive to help obtain a job with a Chinese automotive company...arrested in
Qctober 2009...pleaded guilty to two counts of theft of trade secrets; sentenced in April 2011
to 70 months in prison.




