
HIPAA Issues in Prescription Drug Monitoring Programs -- Handout of Relevant
Laws/Regulations (Agenda Item 6.a)

HIPAA definition of health information (45 C.F.R. 160.103):

Health information means any information, including genetic information, whether oral or
recorded in any form or medium, that:

(1) Is created or received by a health care provider, health plan, public health authority, employer,
life insurer, school or university, or health care clearinghouse; and

(2) Relates to the past, present, or future physical or mental health or condition of an individual;
the provision of health care to an individual; or the past, present, or future payment for the
provision of health care to an individual.

MT definition of health care information:

50-16-803.  "Health care information" means any information, whether oral or recorded in any
form or medium, that:

(a)  is created or received by a health care provider;
(b)  relates to the past, present, or future physical or mental health or condition of an 
individual or to the past, present, or future payment for the provision of health care to the 
individual; and
(c)  identifies or with respect to which there is a reasonable basis to believe the 

information can be used to identify the individual.

50-16-504.  "Health care information" means any information, whether oral or recorded in any
form or medium, that identifies or can readily be associated with the identity of a patient and
relates to the patient's health care. The term includes any record of disclosures of health care
information.

HIPAA law enforcement purposes (45 C.F.R. 164.512(f)):

(f) Standard: Disclosures for law enforcement purposes. A covered entity may disclose protected
health information for a law enforcement purpose to a law enforcement official if the conditions
in paragraphs (f)(1) through (f)(6) of this section are met, as applicable.

(1) Permitted disclosures: Pursuant to process and as otherwise required by law. A 
covered entity may disclose protected health information:

(i) As required by law including laws that require the reporting of certain types of 
wounds or other physical injuries, except for laws subject to paragraph (b)(1)(ii) 
or (c)(1)(i) of this section; or
(ii) In compliance with and as limited by the relevant requirements of:

(A) A court order or court-ordered warrant, or a subpoena or summons 
issued by a judicial officer;



(B) A grand jury subpoena; or
(C) An administrative request, including an administrative subpoena or 
summons, a civil or an authorized investigative demand, or similar process
authorized under law, provided that:

(1) The information sought is relevant and material to a legitimate 
law enforcement inquiry;
(2) The request is specific and limited in scope to the extent 
reasonably practicable in light of the purpose for which the 
information is sought; and
(3) De-identified information could not reasonably be used.

(2) Permitted disclosures: Limited information for identification and location 
purposes. Except for disclosures required by law as permitted by paragraph (f)(1) of this 
section, a covered entity may disclose protected health information in response to a law 
enforcement official's request for such information for the purpose of identifying or 
locating a suspect, fugitive, material witness, or missing person, provided that:

(i) The covered entity may disclose only the following information:
(A) Name and address;
(B) Date and place of birth;
(C) Social security number;
(D) ABO blood type and rh factor;
(E) Type of injury;
(F) Date and time of treatment;
(G) Date and time of death, if applicable; and
(H) A description of distinguishing physical characteristics, including 
height, weight, gender, race, hair and eye color, presence or absence of 
facial hair (beard or moustache), scars, and tattoos.

(ii) Except as permitted by paragraph (f)(2)(i) of this section, the covered entity 
may not disclose for the purposes of identification or location under paragraph 
(f)(2) of this section any protected health information related to the individual's 
DNA or DNA analysis, dental records, or typing, samples or analysis of body 
fluids or tissue.

(3) Permitted disclosure: Victims of a crime. Except for disclosures required by law as 
permitted by paragraph (f)(1) of this section, a covered entity may disclose protected 
health information in response to a law enforcement official's request for such 
information about an individual who is or is suspected to be a victim of a crime, other 
than disclosures that are subject to paragraph (b) or (c) of this section, if:

(i) The individual agrees to the disclosure; or
(ii) The covered entity is unable to obtain the individual's agreement because of 
incapacity or other emergency circumstance, provided that:

(A) The law enforcement official represents that such information is 
needed to determine whether a violation of law by a person other than the 
victim has occurred, and such information is not intended to be used 



against the victim;
(B) The law enforcement official represents that immediate law 
enforcement activity that depends upon the disclosure would be materially 
and adversely affected by waiting until the individual is able to agree to 
the disclosure; and
(C) The disclosure is in the best interests of the individual as determined 
by the covered entity, in the exercise of professional judgment.

(4) Permitted disclosure: Decedents. A covered entity may disclose protected health 
information about an individual who has died to a law enforcement official for the 
purpose of alerting law enforcement of the death of the individual if the covered entity 
has a suspicion that such death may have resulted from criminal conduct.

(5) Permitted disclosure: Crime on premises. A covered entity may disclose to a law 
enforcement official protected health information that the covered entity believes in good 
faith constitutes evidence of criminal conduct that occurred on the premises of the 
covered entity.

(6) Permitted disclosure: Reporting crime in emergencies. (i) A covered health care 
provider providing emergency health care in response to a medical emergency, other than 
such emergency on the premises of the covered health care provider, may disclose 
protected health information to a law enforcement official if such disclosure appears 
necessary to alert law enforcement to:

(A) The commission and nature of a crime;
(B) The location of such crime or of the victim(s) of such crime; and
(C) The identity, description, and location of the perpetrator of such crime.

(ii) If a covered health care provider believes that the medical emergency 
described in paragraph (f)(6)(i) of this section is the result of abuse, neglect, or 
domestic violence of the individual in need of emergency health care, paragraph 
(f)(6)(i) of this section does not apply and any disclosure to a law enforcement 
official for law enforcement purposes is subject to paragraph (c) of this section.

MT disclosure to law enforcement:

50-16-530.  Disclosure without patient's authorization. A health care provider may disclose
health care information about a patient without the patient's authorization if the disclosure is:

(1)  directory information, unless the patient has instructed the health care provider not to 
make the disclosure;

(2)  to federal, state, or local public health authorities, to the extent the health care 
provider is required by law to report health care information or when needed to protect 
the public health;

(3)  to federal, state, or local law enforcement authorities to the extent required by 
law;



(4)  to a law enforcement officer about the general physical condition of a patient 
being treated in a health care facility if the patient was injured on a public roadway 
or was injured by the possible criminal act of another;

(5)  in response to a request of the office of victims services for information under 
53-9-104(2)(b);

(6)  pursuant to compulsory process in accordance with 50-16-535 and 50-16-536;

(7)  pursuant to 50-16-712; or

(8)  to the state medical examiner or a county coroner for use in determining cause of 
death. The information is required to be held confidential as provided by law. 

50-16-805.  Disclosure of information allowed for certain purposes. (1) To the extent provided in
39-71-604 and 50-16-527, a signed claim for workers' compensation or occupational disease
benefits authorizes disclosure to the workers' compensation insurer, as defined in 39-71-116, by
the health care provider.

(2)  A health care provider may disclose health care information about an individual
for law enforcement purposes if the disclosure is to:

(a)  federal, state, or local law enforcement authorities to the extent required 
by law; or

(b)  a law enforcement officer about the general physical condition of a 
patient being treated in a health care facility if the patient was injured by the
possible criminal act of another.

(3)  A health care provider may disclose health care information to a fetal, infant, child, 
and maternal mortality review team for the purposes of 50-19-402 [and to the Montana 
suicide review team for the purposes of 53-21-1105 through 53-21-1110].

50-16-811.  When health care information available by compulsory process. (1) Health care
information may not be disclosed by a health care provider pursuant to compulsory legal process
or discovery in any judicial, legislative, or administrative proceeding unless:

(a)  the patient has authorized in writing the release of the health care information 
in response to compulsory process or a discovery request;

(b)  the patient has waived the right to claim confidentiality for the health care 
information sought;

(c)  the patient is a party to the proceeding and has placed the patient's physical or mental 
condition in issue;

(d)  the patient's physical or mental condition is relevant to the execution or witnessing of 
a will or other document;

(e)  the physical or mental condition of a deceased patient is placed in issue by any person
claiming or defending through or as a beneficiary of the patient;

(f)  a patient's health care information is to be used in the patient's commitment 



proceeding;

(g)  the health care information is for use in any law enforcement proceeding or 
investigation in which a health care provider is the subject or a party, except that health 
care information so obtained may not be used in any proceeding against the patient unless
the matter relates to payment for the patient's health care or unless authorized under 
subsection (1)(i);

(h)  a court has determined that particular health care information is subject to 
compulsory legal process or discovery because the party seeking the information has 
demonstrated that there is a compelling state interest that outweighs the patient's privacy 
interest; or

(i)  the health care information is requested pursuant to an investigative subpoena 
issued under 46-4-301 or similar federal law.

(2)  This part does not authorize the disclosure of health care information by compulsory 
legal process or discovery in any judicial, legislative, or administrative proceeding where 
disclosure is otherwise prohibited by law. 


