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Thisis our performance audit of the Sexual or Violent Offender Registration Program managed by the
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This report provides infor mation to the Legidature regarding the Sexua or Violent Offender Registry
(registry). The registry provides the public information about where sexual or violent offenderslivein
Montana. Additionaly, the registry isacritical resource for assisting Montana criminal justice agenciesin
identifying and tracking sexual or violent offenders. The registry also provides the National Sexual Offender
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Report Summary

I ntroduction

Most Sexual or Violent
Offendersare Registered

The Sexual or Violent
Offender Registry
Websiteis Secure From

Unauthorized Access

The Legidative Audit Committee requested a performance audit of
the Sexud or Violent Offender Registration Program (registry)
managed by the Montana Department of Justice (DOJ). Montana
statute requires persons residing in the state who have been
convicted of a sexual or violent offense to register with their local
law enforcement agency. Montana sheriff offices and police
departments who register offenders are required to provide
registration information to the registry, which is made available to
criminal justice agencies. The public can obtain offender address
and conviction information through the DOJ s Sexua or Violent
Offender Registry website, which can be accessed at
http://www.doj.state.mt.us. There are approximately 2,600 sexual or
violent offenders registered in Montana.

To determine whether sexual or violent offenders residing in
Montana had registered, we examined a random statistical sample of
89 offenders convicted of a sexua or violent offense during calendar
years 2000 and 2001. Analysisindicated 80 offenders (90 percent)
had registered. Nine offenders (10 percent) had not registered,
which was either an oversight by Department of Corrections (DOC)
probation and parole officers or sentencing orders did not clarify
whether an offender was required to register.

To examine whether address information in the registry is
current, we regquested local law enforcement agencies verify
address information for arandomly selected statistical
sample of 45 of the approximately 2,600 registered
offenders. Analysisindicated 71 percent of the addresses
were current. Although 29 percent of offender addressesin
the registry were not current, law enforcement officials were
able to locate dl but four offenders.

Another audit objective was to examine whether the registry website
was secure from unauthorized access that would allow individuals to
ater offender information. Analysis indicated the design of the
website makes unauthorized changes unlikely and, if completed,
temporary.
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Report Summary

Strengthening the
Registration Program

The DOJ Should Modify Its
M anagement Information
Systemto Flag Address
Verification Letters Not
Returned

The DOJ Can Improve Law
Enforcement Accessto
Registered Offender
Information

The DOJ Should Develop
Proceduresto Assure All
Registered Sexual Offender
areidentified in the National
Sexual Offender Registry

Page S2

Some sexual or violent offenders attempt to avoid registration or fail
to keep law enforcement notified of their current address. Audit
work identified areas for strengthening the registration program.

The DOJ sends each registered offender an address verification letter
every year. Registered offenders are required to sign the letter
before a notary public and return the letter. However, the DOJ s
management information system does not have the capability for
flagging verification letters that are not returned to the registry.
Audit work identified 239 instances in which registered offenders
had not returned address verification letters, resulting in DOJ being
unable to request local law enforcement agencies investigate
offender noncompliance with registration requirements. We
recommend the DOJ modify its management information system to
flag offenders whose address verification |etters are not returned to
the registry.

A primary means for enforcing registration requirementsis
identifying noncompliant offenders during routine contacts
with law enforcement, such as during traffic stops or field
investigations. However, the standard identification request
for information through Montana s Criminal Justice
Information Network (CJIN) does not automatically check
the registry to determine whether a person is aregistered
offender or an offender’ s compliance status. We recommend
the DOJ modify the standard CJIN query to automaticaly
check registration information and provide information on
the status of all registered offenders.

Federal law requires states register sexua offenders in the National
Sexual Offender Registry. The DOJ has not entered sexua offenders
living in Montana but convicted in other states into the national
registry because the DOJ did not have an FBI number associated
with the fingerprint card that is assigned when fingerprint cards are
submitted after an arrest. According to DOJ management, this
information can be obtained from the state where the offender was



Report Summary

The DOJ Should Seek
Clarification of Statutory
Language Stating L ocal Law
Enforcement is Responsible
for Registering Offenders

convicted. We recommend the DOJ develop procedures to obtain
this information and assure all sexual offenders registered in
Montana are entered into the National Sexua Offender Registry.

Montana statute states offenders convicted of a sexual or violent
offense and sentenced to probation under the supervision of DOC
must register with the local probation and parole office. However, in
practice local law enforcement agencies are the sole registering
agencies in communities and counties, and probation and parole
officers require probationers to register with the appropriate law
enforcement agency. This practice ensures thereisasingle
registering entity within ajurisdiction and the public has asingle
resource for obtaining information about registrants at the local level.
We recommend the DOJ seek legidation to clarify that local law
enforcement agencies are solely responsible for registering sexua or
violent offenders.

Page S3



Chapter | - Introduction

I ntroduction

Audit Objectives

Audit Scope

Audit Methodology

The Legidative Audit Committee requested a performance audit of
the Sexual or Violent Offender Registration Program. The Division
of Crimina Investigation within the Montana Department of Justice
(DOJ), in cooperation with the Department of Corrections (DOC)
and local and federa crimind justice system agencies, maintains a
dtate registry of offenders convicted of sexual or violent crimes.

Audit objectives were to answer the following questions:

» Aresexud or violent offenders registered in the Sexua or
Violent Offender Registry?

» Arethe addresses of registered offenders current?

» Isthe Sexual or Violent Offender Registry website secure from
unauthorized access?

» Can enforcement of registration requirements be improved?

» Istheregistry effectivein assisting criminal justice agenciesto
identify noncompliant offenders and enforcing registration
requirements?

Audit scope focused on providing information about the reliability of
offender information maintained on the Department of Justice's
Sexua or Violent Offender Registry. Audit work included
examination of DOJ activities related to registration. Since the
Department of Corrections has genera supervisory responsibilities
for many sexual and violent offenders, audit work included
identifying its activities related to registration.

Montana statute also assigns local law enforcement agencies
responsibilities for registering sexual or violent offenders and
providing public notification about these offenders. Additionaly,
locdl jurisdictions are responsible for enforcing registration
requirements. While we interviewed local law enforcement
representatives about program activities, we did not audit their
enforcement activities related to registration.

To meet the audit objectives, we:
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Chapter | - Introduction

M anagement
M emorandums
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» Examined DOJregistration activities and information related to
the state registry.

» Interviewed DOJ management and staff.
» Interviewed DOC management and staff.

» Interviewed representatives from 14 sheriff and police
departments.

We aso reviewed six statistical samples of offendersin order to
determine;

» Whether offenders convicted of offenses requiring registration
initially registered with local law enforcement agencies.

» Whether registered addresses of sexual or violent offenders were
current.

» The number of arrests and convictions for offenders who had not
registered as required by state law.

» Whether arrest warrants were issued for offenders who did not
register as required by state law.

» Whether DOJ could track address verification letters returned by
offenders.

» Whether the DOJ entered sexual offender information on the
National Sexual Offender Registry as required by federal law.

We identified two issues which warranted management attention and
presented suggestions for possible improvements to the registry.

The DOJ website information on sexua or violent offenders includes
two dates. one date refers to the date the address was last verified by
the DOJ and one date refers to the date offender information was
extracted from the registry for posting on the website. Offender
information is extracted from the registry for the website five days a
week and having both dates posted on the website screen is
confusing. Website users may believe offender information was last
verified within the last one to three days rather than the actua date of
address verification. The DOJ could modify the screen format to



Chapter | - Introduction

Report Organization

clarify the purpose of the dates. We also presented suggestions for
enhancing the security of registry information.

This report is organized into three additional chapters. Chapter |1
describes the roles of the various state and local agenciesin
registering offenders. Chapter 111 concludes on the effectiveness of
the registration program. Chapter |V presents recommendations for
strengthening the registration process and enforcement of registration
requirements.
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Chapter |l - Registration of Sexual

or Violent Offenders

I ntroduction

Offender Registration in
the United States

Accessto Sexual Offender
Registries Varies Among
States

History of Montana's
Sexual or Violent
Offender Registration Act

This chapter provides an overview of the Sexual or Violent Offender
Registry (registry) managed by the Division of Criminal
Investigation within the Montana Department of Justice (DOJ). The
DOJ maintains the registry in cooperation with local, sate, and
federa crimina justice agencies that collect information about
sexud or violent offenders and report the information to the registry.

Congress passed laws addressing registration of sexua offenders,
including requiring states to create sexual offender registries, and
giving states broad discretion to determine what types of sexual
offender information is made available to the public.

In 1996, Congress also required the U.S. Department of Justice to
establish a nationda database for tracking the location and movements
of persons who commit certain sexual crimes or crimes against
children. The Nationa Sexual Offender Registry (NSOR) isa
database maintained by the National Crime Information Center
(NCIC), anationd repository for crimina justice information within
the Federa Bureau of Investigation. Access to NSOR information is
restricted to criminal justice system agencies for law enforcement
purposes only.

Public access to and information available on offender registries
varies among states. Some states provide extensive offender
information, including pictures, address information, nature of
offense(s), characteristics of an offender’s victim(s), and other
biographica information. Some states provide limited information
such as the general location of offenders, while other states consider
this information confidential and make it available for law
enforcement purposes only.

The 1989 Montana L egidature enacted the Sexual Offender

Registration Act and assigned responsibility for the registry to the
Department of Corrections. While this act required sexua offenders

Page5



Chapter |l - Registration of Sexual or Violent Offenders

Risk Levelsare Assigned to
Some Sexual Offenders

Page 6

to register, it contained no provisions for making offender
information public. Significant amendments to the Act include:

» The 1995 Legidature anended the Act:

Toincdude violent offenders. Montanais one of the few
states to require registration of violent offenders, although
some states have established registries for persons convicted
of specific offenses such as arson.

Authorizing release of offender information necessary to
protect the public.

» The 1997 Legidature amended the Act:

Moving the registry from the Department of Corrections to
the Department of Justice.

Making registration for sexual offenders retroactive for
persons sentenced, in the custody, or under the supervision
of the Department of Corrections on or after July 1, 1989.

Making registration for violent offenders retroactive for
persons sentenced, in the custody, or under the supervision
of the Department of Corrections on or after October 1,
1995,

The 1997 Legidature also established atier level system to identify
the risks sexual offenders pose to the public. Tier levels assigned
are:

» Tier1l—lowrisk.
» Tier 2 — medium risk.
» Tier 3— high risk or sexua predators.

Statute authorizes the sentencing judge to determine an offender’s
tier level. If ajudge does not assign atier level, DOC determines the
tier level based on a sexual offender evaluation using arisk
assessment tool. Sexual offenders sentenced before 1997, or
convicted by afederal or another state’s court may not be assigned a
tier level. Violent offenders are not assigned atier level.



Chapter |l - Registration of Sexual or Violent Offenders

Montana L aw.S.pecifi es Section 46-23-502, MCA, specifies the sexual or violent offenses
Offenses Requiring requiring registration. Examples of offenses requiring registration

Registration

VvV vV VvV vV VvV Vv Vv VvYw

include:

Sexual Intercourse without Consent
Sexua Assault

Sexual Abuse of Children

Indecent Exposure

Incest

Déliberate Homicide

Kidnapping

Arson

Aggravated Assault

Robbery

Partner or Family Member Assault (third or subsequent
conviction)

Montana law also requires offenders convicted of similar offensesin
another state or by afedera court to register. Failure to register or
maintain a current registration is a felony, punishable by
imprisonment for up to five years or a $10,000 fine, or both.

Table 1 provides information on the number of sexua and violent
offenders registered in Montana.

Tablel

Registered OffendersLiving in M ontana*
Asof January 30, 2003

Number of
Type of Offender Offenders
Sexual Offenders 1,168
Violent Offenders 1,396
Sexual and Violent Offenders 28
Total 2,592
* Offenders incarcerated or living in other states are not
included.

Source: Compiled by the L egidative Audit Division from

Department of Justice records.
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The Registration Process

Multiple Agencies
I nvolved with Sexual or
Violent Offender

Registration

Department of Justice

Page8

In addition to registered offendersin living in Montana communities,
there are approximately 1,011 registrants listed as inactive. These
offenders are either incarcerated or living in other states. DOJ does
not provide information about inactive registrants.

Regidtration of sexua or violent offenders depends primarily on
offenders reporting to the appropriate local law enforcement agency
responsible for registering offenders. Offenders are required to
register within ten days of establishing a residence in a community or
county. Additionally, offenders are responsible for notifying local
law enforcement agencies within ten days of any change in address.
Sexua or violent offenders convicted in another state or by afedera
court must also register with local law enforcement agencies upon
establishing aresidence in Montana. The following sections
describe the roles of the various agencies involved in the registration
process.

The Montana Departments of Justice and Corrections, and local law
enforcement agencies have significant roles in registering sexua and
violent offenders.

The Division of Criminal Investigation within the DOJ is responsible
for maintaining the state’ sregistry. The department has one FTE
assigned as a program specialist for managing and updating the
registry. The program specialist also verifies each offender’ s address
once a year by mailing address verification letters which offenders
must sign before a notary public and return to the department. In
accordance with state and federa law, the program aso sends
address verification letters to tier level 3 sexua offenders every three
months. If address verification |etters are returned as undeliverable
or if an offender fails to return the verification letter, the program
speciaist notifies the appropriate law enforcement agency of
potential noncompliance. DOJis not responsible for enforcing
offender compliance with registration requirements or prosecuting
noncompliant offenders.
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Department of Corrections

L ocal Law Enforcement

Theregistry at DOJis funded entirely from the General Fund. The
department spent approximately $59,200 on the programin fiscal
year 2002.

Sexud or violent offenders are not required to register until they are
released from prison. Institutional probation and parole officers at
Montana prisons forward offender registration information to the
DOJand the local law enforcement agency where the offender
intends to live. Community probation and parole officers are
responsible for assuring offenders sentenced to probation or released
onto parole register with local law enforcement and remain
compliant with registration requirements.

Sheriff offices and police departments are responsible for registering
offendersin their jurisdictions and forwarding registration
information to DOJ for posting into the registry. Law enforcement
registration activities include obtaining and documenting offender
information on a standardized DOJ registration form, including
address information, photographs, fingerprints, and DNA samples.
Law enforcement agencies must submit registration information to
the DOJ within three days of an offender registering.

Figure 1 illustrates the form used by local law enforcement agencies
to collect offender information. DOC personnel aso use this form
for collecting offender information.
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Figurel

Offender Information Form

Montana Department of Justice
Sexual and Violent Offender Registration Form

FLEASE TYFE CGR FRINT

FORM MUST BE COMPLETED BY THE AGERCY

Current Dute: | Fovm Use: ; 3 Form Coipleted by |noms apency, and telophong s
U [ Zovz-04-11 Submitting New Registration
|| Updating Registration Info
Correcting Registration Info
3 viction Type: | Offense Type: | Tier Level: Telease or Transier Daie:
Montana Sexual i 1
Out-ol-state Vinlent [ |2 iteleuse or Transfor Comments:
Federal Both HE]
None
, [t Name Hirsl Mamer [ Midelle Name: Thate of Wirth: |
BT - e TR [ Secial Security Number: | Montuna State 114 B e
| MT M [[F
? Teal Adidreas Cily: [ County: [ Stater | Fipr | Telephone:
g Address: iy County: | Stater | Eips “Larlwrp v
g Emp]ﬁg'ﬁr,; Qlc_uijlrﬁb.ll _mml:ﬁdﬂtﬂi: 1 'iﬂtph—u.'.
o [Sentence Date: | Offensers: Tt Come No: | Place of Suntence [city and sl |
[
5 Ticense Plate Mo: | State:r | Year: | Make: Mrbg_ill: Cuolar: | Owner: | DL Noz | Ftate:
: ELAEL I
o [Mumberof Viedms: | Vichmis Age:r | Victimis Sex: | Vietim Relationship: | Place of Crime [y and sfale]:
| Foree Used? | Type of Force: | Other Comments: Source of Section § Info:
e
= Oifender Trealment Stotos [ifepplicablel: Comments:
[ | Currently In Treatment L ate Started:
| Mot in Treatment Date to Begin:
| Completed Trestment Date Completed:
o [ Additional Information and Comments: LR

SVOR-IILY 20401

Sour ce: Department of Justice.
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Some county and city governments have coordinated registration
activities to have a single point of contact for registration and public
information. For example, the Bozeman Pdice Department has
assumed responsibility for registering al offendersliving in Gallatin
County, except for the community of West Y ellowstone.

Law enforcement agencies are al so responsible for investigating
cases of offenders who may not have complied with registration
requirements. If investigations determine offenders are
noncompliant, law enforcement agencies can request awarrant for
arrest from the county attorney. County attorneys are responsible for
prosecuting offenders who fail to comply with registration
requirements.

Figure 2 illustrates the registration process.
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Figure 2
The Sexual or Violent Offender Registration Process
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Source: Created by the L egidative Audit Division from Department of Justice information.

Page 12




Chapter |l - Registration of Sexual or Violent Offenders

Who Usesthe Sexual or
Violent Offender
Registry?

Some Offender Information
is Public Record

The registry was established to help crimina justice system agencies
track and monitor sexua and violent offenders. This registry is part
of the Montana Criminal Justice Information Network (CJIN), which
ismaintained by the DOJ. CJIN is a network system that interfaces
with crimind justice system databases maintained by the DOJ and
the DOC to provide information about offenders and other criminal
justice system information to state, local, and federal agencies.
Examples of Montana crimina justice system databases include:

» Crimina History Records System/Sexua Offender Registry,
which has offender arrest, prosecution, conviction information,
and regigtration information about sexua or violent offenders.

» Montanalaw enforcement Wants and Warrants, which has
information on individuals wanted by law enforcement for
various reasons.

» Motor vehicle registration information.

» Driver'slicense information.

Criminal justice agencies can access registration information using a
specific query on CJIN to identify sexual or violent offenders.

CJIN aso interfaces with the National Crime Information Center
(NCIC), which is part of the U.S. Department of Justice and the
Federal Bureau of Investigation. The NCIC isanational repository
of criminal justice information for federal, state, and local crimina
justice agencies. State and local criminal justice agencies are
responsible for entering information they want on the national
database. Additionally, crimina justice agencies have access to the
National Sexua Offender Registry.

The registry aso provides basic offender information to the

public. The Department of Justice extracts information from the
registry to create a searchable database of public offender
information. This information is available through DOJ s Sexud or
Violent Offender Registry website, which can be accessed at
http://immww.doj.state.mt.us. DOJ updates website information five
days aweek to ensure the public has the most current information
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provided by local law enforcement agencies. Information available
for al sexua or violent offenders on the website includes:

Name and aliases.

Type of offense.

Offender address.

Date address was last verified.

County or city where offender is registered.
Contact information for the registering agency.

v v v Vv Vv Vv

Figure 3 provides an example of information available on the
website.
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Figure3
Sexual or Violent Offender | nformation on Department of Justice Website
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Sour ce: Department of Justice website.

DQOJ has pictures of dl registered offenders, but only pictures of tier
level 3 offenders and tier level 2 offenders considered a significant
public safety risk are posted on the registry. Statute also authorizes
local law enforcement agencies to release some additional offender
information for tier level 2 and 3 sexud offendersif local law
enforcement agencies determine additional information is needed for
public safety.

Sexual Offenders Generally

) ; Statute requires that sexua offenders register for the remainder of
Must Register for Life

their lives. However, a sexua offender may petition the district
Page 15
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Violent OffendersM ust
Register for Ten Years

Deferred Imposition of
Sentences

Local Law Enforcement
AgenciesHave
Responsibilities for Public
Notification
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court to be relieved of this requirement after ten years of registration,
unless the offender:

» Was convicted of sexua intercourse without consent and
compelled the victim to submit by force.

» Was convicted of incest and the victim was less than twelve
years old and the offender was three or more years older than the
victim.

» Was convicted of a subsequent offense requiring registration.

» Wasdesignated a Tier 3 offender.

A court may grant a petition relieving a sexua offender of the
responsibility to register if the court determines the offender has
remained a law-abiding citizen and continued registration is not
necessary for public safety and is not in the best interests of society.

Violent offenders must register for ten years beginning upon release
from prison or from their sentencing date if sentenced to probation.
A violent offender convicted of not registering, or convicted of
another felony, is required to register for life, but may petition the
court to relieve them of registration responsibilities after ten years.

Persons convicted of a sexual or violent offense and sentenced to a
deferred imposition of sentence are required to register until ther
conviction is dismissed by adistrict court. These offenders must
petition the court to dismiss the conviction. A deferred imposition of
sentence means the court may dismiss the charges against an
offender, and the conviction becomes confidentia criminal justice
information that is not available to the public.

While the DOJis responsible for maintaining the state registry and
website, local law enforcement is responsible for general public
notification about sexual or violent offenders living in a community.
Public notification strategies vary among jurisdictions, and may vary
by the tier level assigned to an offender. In some jurisdictions, the
public needs to request the information from the agency. Some
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jurisdictions have registered offender information posted in agency
offices, courthouses, or other public places. Several jurisdictions
have devel oped their own sexual or violent offender websites. Law
enforcement agencies typically provide increased public notification
for tier level 3 sexual offenders and tier level 2 sexua offenders
determined to be greater risks to public safety. Examples of public
notification activities may include one or more of the following
strategies:

» Publication of offender information in local newspapers.

» Public meetings in communities where an offender is
resding.

» Targeted notification in neighborhoods or to agencies or
groups at potential risk, such as childcare facilities and
schools.

» Internet websites.
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Offender Registration

I ntroduction

Are Sexual or Violent
Offenders Registered?

This chapter presents information on the effectiveness of sexual and
violent offender registration activitiesin the state related to these
audit objectives:

» Aresexud or violent offenders registered in the Sexud
or Violent Offender Registry?

» Arethe addresses of registered offenders current?

» Isthe Sexual or Violent Offender Registry website
secure from unauthorized access?

According to unaudited information maintained by the DOJ, there
were 848 persons convicted of sexua or violent offenses requiring
registration during calendar years 2000 and 2001. We examined a
random statistical sample of 155 offenders to determine whether they
were registered. Sixty-six offenders were not registered in Montana
because they were incarcerated (54 offenders) or living in another
state (11 offenders) or a deferred sentence had expired (1 offender).
Analysisindicated 89 sexual or violert offenders were living in
Montana communities, and 80 offenders (90 percent) were registered
as of January 2003. Table 2 presents information about these
offenders.

Page 19
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Table2

Registration Status for a Sample of 155 Sexual and Violent Offenders
Offenders Convicted During Calendar Year 2000 and 2001

Sexual Violent
Offender Status Offenders Offenders Totals
Reason Not Registered in M ontana
Currently Incarcerated 19 35 54
Currently Living in Another State 3 8 11
Deferred Sentence Expired 0 1 1
Total 22 44 66
OffendersRequired To Beln The Registry
Registered 54 26 80
Not Registered but under DOC Supervision 0 6 6
Not Registered — DOC Absconder 0 3 3
Total 54 35 89

Source: Compiled by the L egidative Audit Divison from Montana Department of Justice records.

Audit work indicated six violent offenders under probation or parole
supervision were not registered. In several instances the failure to
register appeared to be an oversight by a DOC probation and parole
officer. In other instances, probation or parole officers did not
require offenders to register because they believed an offender was
exempt from registration due to the sentence imposed or a district
court judge did not require the offender register. We also identified
three unregistered absconders. DOC absconders are offenders who
have fled from DOC supervision and their location is unknown.

Conclusion: Approximately 90 percent of offenders convicted of
sexud or violent offenses and residing in Montana
communities are registered with the state Sexual or
Violent Offender Registry.

Are the Addresses of To examine whether the addresses of offendersin the registry are
Registered Offenders current, we selected another random statistical sample of 45 of the
Current? approximately 2,600 offenders from the Sexual or Violent Offender
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Registry website. We sratified this sample to examine offenders
with registration addresses in nine counties. All offendersin this
sample were reported on the website as having current addresses.
Counties were selected judgmentally and included:

Cascade County

Custer County

Lewis and Clark County
Missoula County

Park County

Stillwater County
Valley County
Whestland County

Y ellowstone County

v Vv VvV VvV VvV VvV Vv v Vv

We then requested local law enforcement and DOC probation and
parole officersto physicaly verify offender addresses. Responses
from local crimind justice personnel indicated 71 percent of the
addresses on the registry were correct. For those offenders whose
addresses were incorrect, in most instances law enforcement or
probation and parole officers either knew the offenders correct
address or responded they had located the offender. Only 4 of

the 45 (9 percent) offenders were not located. Based on this
statistical sample, we project that between 3 percent and 19 percent
of the addresses on the registry may be incorrect. Figure 4
summarizes these audit findings.
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Figure4

Accuracy of Sampled Offenders Addresses

Violent
38%

Sexual
33%

Address Current

Address Current

——

Location Known

Sexual
9%
Address Location Known
Not Current Violent
29% 11%

Location Unknown
Sexual
4.5%
Location Unknown
Violent
4 50

Source: Compiled by the L egidative Audit Division.

Some L aw Enfor cement
Agencies Have Adopted

Verification Practices
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Assuring accuracy of offenders’ addresses on the registry isa
difficult task. While the registry requires offenders to return address
verification letters annually, offenders who subsequently change
addresses are responsible for notifying law enforcement. Law
enforcement officials stated that some sexual or violent offenders are
transients, or tend to frequently change addresses, which increases
the risk their addresses are not current. While some registered
offenders responsibly report changes of address, relying on convicted
felons to report address changes increases the risk of incorrect
registration information.

To increase assurance registered offenders comply with registration
requirements, some law enforcement officials stated they physically
verify offender addresses on aregular or random basis. Loca
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Some L aw Enfor cement
AgenciesHave Their Own
Sexual or Violent Offender

Websites

Summary

enforcement of registration requirements appears to depend on
availability of law enforcement resources. Local officials stated
increased monitoring of sexua or violent offenders increases
workload, and additional monitoring efforts depend on the
availability of resources. For example, one county physically
verifies offender addresses quarterly. Severa other law enforcement
officials stated they physically verify addresses semi-annualy or as
resources permit. One law enforcement representative stated
resources are not available for physicaly verifying addresses.

Additionally, some local law enforcement agencies maintain Internet
websites of registered offenders within their jurisdiction. A limited
comparison of state and local website information indicated some
significant differencesin offender address information between a
local and state website.

Our review indicated a significant number of offender addressesin
the registry are not current. While DOJ sends out address
verification letters as required under state law, the system relies upon
registrants to notify law enforcement of address changes, which
adversely impacts the accuracy of address information in the

registry.

Conclusion: Address information on the Sexual or Violent Offender
Registry is not always reliable since offenders are

responsible for reporting address changes.

Security of the Sexual or
Violent Offender Registry

How Secureisthe DOJ
Website?

Another audit objective was to examine whether information on the
registry website was secure from unauthorized access that could
result in changes to website information.

As noted earlier, the DOJ created an Internet website to provide the
public with information about sexual or violent offenders for public
safety purposes. By accessing the DOJ website and following the
link to the registry website, a person can query on criteria such as
county, city, zip code, and last name. Queries list the names of al
offenders matching specified criteria, such asliving in a selected
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areaor with asimilar last name. Our primary audit objective in
examining system controls was to determine if a user might be able
to delete or dter information presented on the website. Overall we
found:

The architecture and design of the database make unauthorized
changes to the information contained in the website database
unlikely and, if completed, temporary.

Datais regularly transferred from the central DOJ database to the
website database to ensure timeliness of the website data.

Internet traffic to the website must pass through the state’s
firewalls (devices designed to prevent Internet users from
accessing unauthorized resources in the state’ s internal network).

Adequate network security is maintained to prevent unauthorized
users from gaining direct access to the data.

Traffic to the website is monitored by Department of
Administration staff through daily review of log files detailing
requests denied by the firewall.

Conclusion: Overal, making unauthorized changes to the

Department of Justice website would be difficult and
require a high level of technical knowledge as well as
an intimate understanding of the system’ s architecture
and the state’ sinternal network.

Summary
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Audit work indicated that generally sexua or violent offenders were
registered. However, a significant number of addresses are not
current, often because offenders have not notified local law
enforcement of address changes. The next chapter identifies areasto
enhance identification of registered offenders and enforcement of
registration requirements.
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Program

I ntroduction

Local Criminal Justice
Agencies are Enforcing
Registration

Our final audit objective was to examine how crimina justice
agencies identify noncompliant offenders and enforce registration
requirements. Examination included:

» Identifying the number of sexua or violent offenders identified
as noncompliant with registration requirements.

» Identifying arrest and conviction information of noncompliant
sexua or violent offenders.

» Examining criminal justice system information available on
sexual or violent offenders.

Criminal justice information indicates arrests and convictions for
failing to register varied between 1999 and 2002. Table 3 provides
arrest and conviction information related to offender noncompliance
with registration requirements.

Table3

Arrests and Convictions of Sexual or Violent Offenders
Who Did Not Reqgister
Calendar Year 1999-2002

Year | Arrests Convictions % Convicted
1999 9 5 56%
2000 26 11 42%
2001 34 23 68%
2002 25 17 68%
Totals 94 56 60%

Source: Compiled by the Legidative Audit Division from
Department of Justice records.

Table 3 does not provide a comprehensive picture of local
registration enforcement activities. In many instances, local law
enforcement and county attorneys are able to get offenders registered
through requests or by warning offenders that failure to register can
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The DOJ has Focused on
Registering Offenders

DOJ Has M ade Significant
Accomplishmentsfor

Registering Offenders

DOJ Could Improve
Offender Information
Availableto Criminal

Justice Agencies
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result in arrest and prosecution. Typically, these strategies are much
less costly than proceeding with prosecution while achieving
offender compliance with registration requirements.

Implementing a new system in an agency requires three phases.
system development, implementation, and evaluation. Upon
receiving responsibility for the registry from the Department of
Correctionsin 1997, the DOJ s primary focus was devel oping and
implementing aregistry to meet law enforcement and public
information purposes and implementing additional legidative
registration requirements.

Significant DOJ accomplishments for establishing a statewide
registry of sexual or violent offenders include:

» Assumption of aleadership rolein assuring the state has an
effective registration program.

» Deveopment and implementation of aregistry integrated with
criminal records information and accessible to law enforcement
through Criminal Justice Information Network (CJIN).

» Creation of awebsite that is updated daily to provide information
about registered offenders.

» Standardization of registration documentation.

» Promotion of communication and coordination among agencies
involved with registering offenders.

» Notification to criminal justice agencies when registrants do not
return address verification letters.

While the registration system is working, some offenders attempt to
avoid registration or fail to keep law enforcement notified of their
current addresses. According to DOJ records as of September 1,
2002, 128 registered offenders were known by law enforcement
agencies to be in violation of registration requirements.
Additionaly, other offenders may have failed to comply with
registration requirements but have not yet been identified. The
following sections address areas for strengthening the system to
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DOJ M anagement
Information System Does
Not Identify Address
Verification Letters Not

Returned

improve identification of offenders who do not comply with
registration requirements and provide law enforcement with better
tools for enforcing compliance.

As previously described, DOJ staff sends address verification |etters
to registered offenders and subsequently updates information
received. Program personnel notify law enforcement for further
investigation when letters are returned undeliverable. However,
DOJ does not have a system to notify staff when address verification
letters are not returned. Since the address verification letter isthe
primary method for verifying offender addresses, DOJ needs to
identify unreturned |etters.

Audit work identified 239 instances in which registered offenders
had not returned their address verification letters to DOJ within at
least four months of the letters being mailed. The program specidist
was unable to readily or easily identify these offenders for referrd to
law enforcement or the DOC for further investigation and
enforcement.

Unreturned letters may not result in noncompliance. In some
instances, an offender may not have received the address verification
letter, or an offender may have changed a mailing address but not his
residence. However, this system weakness increases the risk that
noncompliant offenders may not be identified.

When the system was initialy developed, the program specialist
manually tracked these offenders on the system. However, asthe
number of registered offenders has expanded, manual tracking is no
longer efficient for identifying unreturned letters. Modifying the
department’ s management information system to flag address
verification letters that are not returned would improve enforcement
of registration requirements.
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Recommendation #1

We recommend the Department of Justice modify its
management infor mation system to flag offenders whose
address verification letters are not returned to the Sexual or
Violent Offender Registry program.

Arrest Warrants I dentify
Only a Small Per centage of
Noncompliant Offenders

Page 28

As previoudy mentioned, registry information indicated

128 registered offenders were not compliant with registration
requirements as of September 1, 2002. We selected another random
statistical sample of 77 offenders and determined whether an arrest
warrant was entered into a CJIN database as of January 2003.
Analysis indicated approximately 5 percent of the sampled offenders
had warrants for their arrest issued. Table 4 provides information on
the number of noncompliant sexua and violent offenders and the
number of arrest warrants issued.

Table4

Arrest Warrants | ssued for a Sample of
Noncompliant Offenders

January 2003
Non-Compliant | Warrant
Type of Offender Offenders | ssued
VViolent Offenders 49 (64%) 3 (6%)
Sexual Offenders 28 (36%) 2 (7%)
Total Number of Offenders 77 5 (6%)

Source: Compiled by the L egidative Audit Division from
Department of Justice Records.

The DOJ has no authority to issue arrest warrants or prosecute
noncompliant offenders. Arrest and prosecution for felony offenses
is the responsibility of local law enforcement and county attorneys,
and we did not examine thisissue. Some county attorneys may defer
or decline prosecution of noncompliant offenders due to allocation of
resources for cases determined to be a higher priority.
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Enhancing Enfor cement
of Offender Registration

CJIN Queries Do Not
Automatically Search the

Registry

However, arrest warrants are a primary means for crimina justice
system personnel to identify violations of registration laws. Not
issuing arrest warrants increases the risk criminal justice agencies
will not identify noncompliant offenders and reduces their authority
to detain noncompliant offenders.

A primary purpose of CJIN isto provide information to criminal
justice personnel at the appropriate time. For example, an arrest
warrant is critical information for law enforcement officers during
routine field contacts (i.e. traffic stops) or investigations, and is a
primary means for apprehending persons attempting to avoid arre<t.
CJIN queries currently limit the ability of law enforcement officers
to easily identify registered offenders and their compliance status.
However, the DOJ can modify the design of these queries to enhance
the ability of criminal justice agencies to locate noncompliant
offenders and enforce registration requirements.

During routine field contacts, law enforcement officers typically
request a standard identification query through CJIN that checks the
DOJarrest warrants database to determine whether an individua has
awarrant issued requesting the person be arrested or detained. This
standard query does not check the registry to determine if the person
stopped is aregistered offender or the compliance status of an
offender. Crimina justice personnel can submit a separate query
through CJIN for registry information. However, alaw enforcement
officer isless likely to submit a separate query of the registry unless
the officer has reason to suspect the person may be aregistered
offender. Law enforcement officers stated automatic searches of the
registry for standard queries would enhance their ability to identify
noncompliant offenders. Law enforcement officers also stated this
additional information would enhance officer safety.

A standard identification query through CJIN is automatically sent to
the National Crime Information Center (NCIC). The NCIC checks
the National Sexual Offender Registry (NSOR) to determine if the
person is aregistered sexua offender, aswell as whether the
offender is compliant. However, there is no national registry for

violent offenders, and registered Montana violent offenders are not
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Reported Information Does
Not Clearly Identify
Noncompliant Offenders

I nactive Registered Offender
Information is Not Available
to All Criminal Justice

Per sonnel

The DOJ Can Improve
Accessto Registered

Offender Information
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entered into the NSOR unless the violent offense was againgt a child.
Consequently, it is less likely noncompliant violent offenders will be
identified during routine law enforcement contacts. Additionaly, we
noted several instances in which Montana sexuad offenders were not
entered into the NSOR.

Registry information reported to law enforcement personnel states
whether a person is aregistered sexual or violent offender, but CJIN
does not clearly display whether the offender iscompliant with
registration requirements. While information reported includes the
most recent date of address verification, the purpose of the date is not
indicated. CJN management stated the templates used to display
information could be modified to more clearly display the
compliance status of registrants for criminal justice system

personndl.

The registry classifies registrants' status as either active or inactive.
Active registrants are residing in communities, and inactive
registrants have either |eft the state or are incarcerated or
institutionalized. Standard identification requests only search for
information about active registrants. Information on inactive
registrants is not available to the public or crimina justice system
personnel, although crimina justice system personnel may contact
the program specialist to request information. Consequently, all
criminal justice system personnel may not be able to identify sexua
or violent offenders who have returned to Montana but failed to re-
register with local law enforcement or the registry as required by
statute.

The DOJ can strengthen the ability of law enforcement to identify
noncompliant sexual and violent offenders and enforce registration
requirements by ensuring requests for information from CJIN check
the registry for offender information and clearly identify
noncompliant offenders to criminal justice system agencies and
personndl.
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Recommendation #2

We recommend the Department of Justice modify the standard
CJIN query to automatically check registry information and
provide information on the status of all registered offenders.

Noncompliant Sexual
Offendersareldentified
on the National Sexual
Offender Registry

Federal law requires states to register sexual offenders meeting
NSOR criteriainto the national registry. To test whether the DOJ
enters these offenders into the national registry, we selected a
random statistical sample of 28 sexual offenders who had not
complied with registration requirements. Testing indicated five of
twenty-eight sexua offenders (18 percent) were not entered into the
NSOR.

The NSOR is afingerprint based registration system that requires
state registries to provide both a fingerprint card and Federal Bureau
of Investigation (FBI) identification number for NSOR registration.
Sexual offenders convicted in other states but residing in Montana
do not have FBI numbers associated with a fingerprint card because
the numbers are assigned at the time of arrest. According to DOJ
management, program staff can request the necessary information
from the state where the offender was originally arrested and
convicted to register these offenders in the National Sexual Offender

Registry.

Recommendation #3

We recommend the Department of Justice develop procedures
to assure all sexual offendersregistered in Montana are entered
into the National Sexual Offender Registry.

Clarification of Statutory
L anguage Is Needed for

Registering Agencies

Section 46-23-504(2), MCA, states offenders convicted of a sexua
or violent offense and sentenced to probation under the supervision
of DOC must register with the local probation and parole office.
However, in practice, local law enforcement agencies are the sole
registering agencies in communities and counties, and probation and
parole officers require offenders report to the appropriate law
enforcement agency for registration. This practice ensures thereisa
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single registering entity within a jurisdiction, and members of the
public have a single resource for obtaining information about
registrants.

When DOC was responsible for registration activities prior to 1997,
having probationers and parolees register with the loca probation
and parole office may have been practical. However, since DOJis
now responsible for maintaining the registry, having probationers
and parolees register with probation and parole officesis
unnecessary and creates additional paperwork for DOC staff.
Probation and parole officers are responsible for assuring sexua or
violent offenders comply with registration requirements as a
condition of their sentence. DOJ should coordinate with DOC to
seek legidation amending registration statutes to reflect the existing
practices and responsibilities.

Recommendation #4

We recommend Department of Justice seek legidation to
clarify that local law enfor cement agencies are solely
responsible for registering sexual or violent offenderswho are
not incar cer ated.
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DIVISION OF CRIMINAL INVESTIGATION V="

3
DEPARTMENT OF JUSTICE MAY 2 ¢ 2003
STATE OF MONTANA LEGISLATIVE AUDIT DIV,
Mike McGrath PO Box 201417
Attorney General 303 N Roberts
Helena, MT 59620-1417
(406) 444-3874 or 3875
May 232003 FAX: (406) 444-2759
Angie Grove

Audit Manager, Performance Audits
Legislative Audit Division

P.O. Box 201705

Helena, MT 59620-1705

Dear Ms. Grove:

Thank you for your office’s efforts in conducting the performance audit of the Montana Sexual
or Violent Offender Registration Program. Your work is appreciated.

The Department of Justice agrees with the recommendations of the audit and will attempt to
implement these enhancements within the next two years.

Sincergly,
,?/

Mike Batista
Administrator

Page A-3



Page A-4



RECEIVED

DEPARTMENT OF CORRECTIONS  wmar 1 57003

May 13, 2003

Angie Grove

Legislative Audit Division -
Room 160, State Capitol

PO Box 201705

Helena, Mt 59620-1705

Dear Ms. Grove:

reviewed the report and recommendations and concur with your findings.
Although no functions within the Department of Corrections were identified
your specific recommendations, Table 2 on page 20 identifies instances

emphasis on this critical process.

Response Coordinator, at 444-4761 or e-mail: mapeck@state.mt.us.

Sincerely,

Director
BS/mp/cj

Cc: Mike Ferriter, Administrator, Community Corrections Division
Mark Peck, Emergency Response Coordinator

I\Liju\DO\Bill\sex-violence rpt.doc

"AN EQUAL OPPORTUNITY EMPLOYER"

LEGISLATIVE AUDIT DIV,
JUDY MARTZ, GOVERNOR 1539 117" AVENUE
B | = STATE OF MONTANA
.Jw’ e -Z' ,/"
X7 / (a06) 444-3930 PO BOX 201301
LB FAX (406) 444-4920 HELENA, MONTANA 59620-1301

| would fike to thank you for the opportunity to review the performance audit
report of the Sexual or Violent Offender Registry program. My staff and | have

in
of

oversight by probation and parole staff in properly registering violent offenders.
My staff will take the necessary steps to ensure that our officer’s place increased

If we can be of further assistance, please contact Mark Peck, Emergency
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