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Consolidated Environmental Data 
Access and Retrieval System
The Consolidated Environmental Data Access and Retrieval System (CEDARS) is 
a computer system implemented by the Department of Environmental Quality 
(DEQ) to assist in the administration of environmental and facility site data including 
permits and fines. CEDARS development began in 2000 with the migration of 
legacy environmental databases into a single integrated system. CEDARS was put 
into production in 2002. To date, business processes for five legacy applications have 
been migrated into sub-systems within CEDARS. Additional applications will be 
implemented into CEDARS depending on funding and departmental needs. 

Facility site data stored in CEDARS includes permit information, client contact infor-
mation, and environmental records. The data and functionality of CEDARS is used by 
employees from multiple departments in DEQ to maintain business records, permits, 
fines, and a multitude of environmental data. Reports generated from CEDARS data 
are used by DEQ personnel, the Environmental Protection Agency (EPA), and the 
public. 

CEDARS plays an important role in the maintenance of environmental and site data. 
As such, it is imperative the system is accurately storing, processing, and reporting 
data. In consideration of this, we established audit objectives to determine if DEQ 
had successfully and accurately migrated legacy data into CEDARS and verify 
CEDARS was accurately maintaining customer records and generating reports. We 
also performed audit work to determine if security controls are in place to ensure the 
integrity of CEDARS data.

Overall, we found DEQ has controls in place to ensure CEDARS is accurately reporting 
environmental and site data, as well as securing access to CEDARS. However, we did 
identify areas where DEQ can improve. This report includes two recommendations 
for DEQ relating to improving system development by implementing best practices 
for migration of new programs into CEDARS and improving business continuity of 
CEDARS operations by implementing a disaster recovery/business continuity plan. 
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