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In fiscal years 2016 and 2017, approximately $42 million of general fund dollars 
were spent each year on IT investments within state government. SITSD is 
charged with oversight of these investments; however, current processes do not 
meet statutory requirements or include key industry standard practices. SITSD’s 
oversight of IT investments faces several challenges including projects exceeding 
established budgets and time frames, and reporting processes that are decreasing 
transparency and accountability of these projects. SITSD needs to implement 
an IT investment management framework to better oversee these expenditures, 
improve the ability to repeat successful investments that are less likely to exceed 
budgets, and promote more cost-effective IT investments. 

Context
Montana State agencies spent over 
$200 million on IT-related expenditures 
in both fiscal year 2016 and 2017. Almost 
70 percent of those were on investments 
that include hardware, software, and 
IT-related services. The Montana Information 
Technology Act (MITA), at Title 2, Chapter 
17, Part 5 of the Montana Code Annotated, 
requires the development of IT resources, 
including these investments, be conducted 
in an organized, deliberate, and cost-effective 
manner. To be organized and deliberate, 
clearly defined policies and procedures must 
be consistently followed and oversight needs to 
ensure investments are thought-out and meet 
the needs of the state. MITA establishes the 
State Chief Information Officer (CIO) as the 
oversight of IT investments. The CIO, located 
within the State Information Technology 
Services Division (SITSD) of the Department 
of Administration (DOA), is responsible for 
developing the policies and procedures for IT 
investments, overseeing selection and funding, 
and approving all IT investments. Once IT 
investments are funded and approved, SITSD 
facilitates monitoring and reporting practices.

Our work found that SITSD has established 
processes related to selecting, funding, 
approving and monitoring IT investments 
throughout the state. However, our review 
determined SITSD needs to strengthen 
these processes to increase accountability 
and transparency of state government IT 
investments as well as provide SITSD with 
better oversight over investments. 

Effective IT investment management requires 
individual processes be integrated into an 
investment management framework. We 
identified various processes that do not 
coordinate information or clearly relate to the 
overall goal of managing investments. This 
framework also needs an oversight board to 
ensure investments are within the state’s and 
agencies’ best interests and the investment 
management framework is effective. The 
Information Technology Board is responsible 
for this duty per MITA; however, it has not 
been meeting these requirements.
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Recommendation Concurrence

Concur 9

Partially Concur 0

Do Not Concur 0

Source:  Agency audit response included in 
final report.

The processes for selecting and funding of 
IT investments need to better align with 
MITA requirements to improve visibility 
of IT investments. We identified major 
projects that were not noted in the governor’s 
budget that is presented to legislators. 
These processes also need to incorporate 
enhancements to increase efficiency and 
alignment with industry standards. These 
include increasing value by documenting 
business benefits, using consistent data and 
metrics, establishing scoring processes, and 
clearly defining processes to ensure they are 
managed effectively.

We reviewed the approval of IT investments 
in depth and identified 71 IT investments 
that were not reviewed and approved by the 
state CIO and 17 investments that were not 
signed by the state CIO. SITSD needs to 
strengthen processes to assist agencies with 
meeting these requirements. This includes 
defining how processes are managed to 
ensure they are completed, defining a 
consistent approval process, and clarifying 
risk assessment procedures. To increase 
communication and awareness of the process, 
updates to boards that meet regularly should 
also be established. 

Monitoring, reporting, and evaluating 
IT investments is crucial to successful 
investments; however, there is no high-level 
structure that defines, coordinates, and 
guides agencies through the various forms 
of reporting. Of the investments reported 
to oversight committees that we reviewed, 
the majority were reported inaccurately or 
in an untimely manner. We also identified 
$121 million in investments that are not 
monitored because the type of investment is 
not required to be reported. While various 
processes exist to monitor some of the 
state’s IT investments, expansion of what is 
monitored is necessary to effectively oversee 
IT investments.


