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Personal Identifier and Health Insurance or Benefits 

Purpose - Correctly apply individual benefits, payments and record 
transactions. 

Protections - Protections exist for Personal Health Information (PHI), 
includ.ing unique individual identifiers, whether or not it is an individual's 
social security number. 

Penalties - civil and criminal. The penalties include monetary andlor 
imprisonment. Maximum fine of $250,000. Maximum imprisonment of 
not more than 10 years. 

Health Insurance Portability and Accountability Act of 1997 
Areas of regulation: 

Electronic Health Care Transactions - prior to October 16,2003, the 
medical community and insurance companies or health plan administrators 
used hundreds of different formats. A standard set of formats and codes 
for electronic transactions is now in place. 

Privacy - restrict use and disclosure of health related information and PHI 
to appropriate purposed. These protections related to process-type 
safeguards. 

Security - effective April 2 1,2005,this rule imposes additional 
requirements to protect the confidentiality, integrity and availability of 
electronic PHI from unauthorized access, alteration, deletion and 
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transmission. These protections relate to administrative, technical and 
physical safeguards. 

PHI, including the individual identifier or ID number, is protected in every 
step of a health care transaction. 
Transactions types: 

1) health plan enrollment - including both the human resources or agent 
enrollment and the health plan set-up, issuance of ID cards and 
benefits 

2) health care services - 
a) physician visit - may include outside lab and x-ray transactions or 
referrals as well 
b) hospital visit - may include outside transactions such as lab, x-ray, 
transport, case management, consultations, follow-up care 
c) allied medical services - DME, home health, hospice 
d) pharmaceutical 

3) benefit administration, payment processing and notification 
4) inquiry and information access 
5) back-end reporting 

PHI, including the personal ID is protected every step of the way. 

Social Security number interface with health plans will continue, even as 
personal identifier of the ID card changes. Examples of health transaction 
need for social security numbers includes any interaction with Medicare 
and tax-favored benefits such as Flex accounts and Health Savings 
Accounts (HSAs.) 


