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Threats from the outside

— Unauthorized attempts to enter the State network:
1.5 Billion._successful: 0

— Virus exposures:
1,540,000

CY2004
“infections”: 36 workstations
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Data Security Responsibilities

» Agency heads responsible for the security of the data
maintained/stored by their agency.
— Montana Information Technology Act (McA 2-17-533)

. DoA/CIO responsible for overmght and assnstance -

Key Issue

+ Attention has been focused on prevention of
a breach; less focus on response

— State has done a very good job preventing
~ security breaches

— Must assume a breach will occur ... we are not
nd when it




Actions
Completed/Underway/Anticipated

* PC Disposal (“cleansing”) Policy/Process
— Completed - Policy & process in response to audit
— Underway — working on more effective process
+ -Continue prevention improvements
_*» Breach response policies to assure. il
consistent, appropriate responses
ticipate significant effort in coming




