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• Final MERLIN module

• Legislation/MITA

• Leadership

• Staffing levels

S i g n i f i c a n t  C h a n g e s

Audit Summary
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• Review controls

• 5 Recommendations

A u d i t  B e g i n s

S u m m e r  2 0 2 2

• Improve IT success 

• Increase adoption of 

the new system

• Maintain MERLIN

S y s t e m  R e p l a c e m e n t

RISK AUDIT OPPORTUNITY



Scope & 
Objectives Specific 

Processes
IT 

Management
IT 

Governance

Accountability, 
Authority, 

Decision-Making

Structure, 
Procedures, 

Skills

Risk

Security

HR

Objective #1 Objective #2



Areas of Fieldwork



Executive agencies are accountable 

to DOA and the Legislature

A c c o u n t a b i l i t y

Legislature – funding

DOA – approvals

Agencies – how-to & direction

D e c i s i o n - M a k i n g

Legislature – laws & appropriations

DOA – standards & purchases

Agencies – how-to & direction

A u t h o r i t y

IT Governance
M o n t a n a



DOJ IT Governance

Governance

Framework

IT Investments

Risk

Communication

• Incomplete Structure
• Accountability/enforcement?

• No consistent goal or 
measurement of value

• No coordination of various 
risk for enterprise-level 
analysis & response

• Unclear what communication 
requirements DOJ will 
establish



Develop the IT governance framework including 

communicating IT budgets and IT investments, IT 

strategic planning, and mechanisms to ensure internal 

control.

Recommendation 1



IT Management

IT 
Management

Design on 
Paper

Implement 
Process

Evaluate & 
Update

• Missing some roles & 
responsibilities

• DOJ is building/formalizing 
policy & procedures

• Multiple changes
• Activities existed but not 

managed to be repeatable

• As changes occurred, key 
components were not 
evaluated, reassigned, or 
updated



Improve the management framework with more 

guidance, formalize the components,  and define how 

communication is expected to occur.

Recommendation 2



IT Human 
Resources

HR 
Management

Staffing 
Levels

Identify Key 
Personnel

Performance

Maintain Skill

Plan/Track

• Low Staff levels
• Identified flexible arrangements

• HR provides a structure

• Training activities for MERLIN
• JITSD relies on OTJ

• Dependent on 1 developer
• MVD making progress

• HR provides reports
• Planning was not as developed



Build the structure of knowledge capture and transfer 

based on the analysis and planning for human resource 

risks.

Recommendation 3



Risk Management

Risk 
Management

Collect Data

Analyze & 
Articulate

Risk 
Response

• Missing consistent, 
comprehensive process

• Silos

• Informal discussions
• Internal IT risk process is 

being developed

• Out-of-date
• Shared without clear 

responsibilities



Adopt a risk management framework that guides the risk 

management process in coordination with overall 

governance. Also establish the components of risk 

management including assigned responsibilities.

Recommendation 4



Security 
Management

Security 
Management

Establish & 
Maintain

Address Risk

Monitor & 
Review

• Scope/Boundary is not clear
• Responsibilities are not clear
• Control owners?

• Security Plan was incomplete
• Some information was out-of-

date

• Documents have not been 
finalized

• No formal process to review



Update the information security policy and clarify the 

ownership of controls and responsibilities related to 

security, coordinate with risk management, and formalize 

the process that enforces and reviews minimum state 

security standards.

Recommendation 5
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