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13DP-02	Report Summary

Vital records directly affect the lives and benefits of all present and former
Montana residents. Failure to protect vital records information could affect
federal and state services to Montana citizens. The audit team identified
areas which could be strengthened to maximize the integrity of vital
statistics data and records.

Context
The Vital Statistics Information Management
System (VSIMS) is a web-based application
used for managing vital records such as birth
and death certificates. The system is operated
by the Office of Vital Statistics (OVS) within
the Department of Public Health and Human
Services. There are approximately 2,000 users
who access the system on a daily basis to enter
new vital records, review existing information,
and issue certified copies of certificates.
As described in §50-15-122, MCA, it is the
policy of the state to protect the integrity of
vital records and vital reports, to ensure their
proper use, and to ensure the efficient and
proper administration of the system of vital
statistics. The audit focused on controls related
to access including assignment, permissions,
and monitoring; input validations and edits to
ensure data integrity; and protection of data
output.



Six-month user review process
should be updated to include all
users.



Creation and assignment of
application roles – should be
reviewed to ensure only required
access is granted.



User account passwords – need to
ensure users reset passwords regularly.



User monitoring – should establish a
process for ongoing review of users
with administrative rights.



Release of death record data –
protocol needs to be consistent with
policy.



Use of automation – should analyze
processes and use automation where
possible to increase efficiencies.
Recommendation Concurrence

Results
From the audit work conducted, we concluded
OVS has incorporated controls within
VSIMS; however, some procedures could be
strengthened. The following is an overview of
the areas that include recommendations for
improvements:

Concur

6

Partially Concur

0

Do Not Concur

0

Source: Agency audit response included in
final report.

For a complete copy of the report (13DP-02) or for further information, contact the
Legislative Audit Division at 406-444-3122; e-mail to lad@mt.gov; or check the web site at
http://leg.mt.gov/audit
Report Fraud, Waste, and Abuse to the Legislative Auditor’s FRAUD HOTLINE
Call toll-free 1-800-222-4446, or e-mail ladhotline@mt.gov.
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Chapter I – Introduction
Introduction
Based on recommendations to obtain information from death records made in
previous audits to other state agencies, the Legislative Audit Division reviewed data
integrity of the Vital Statistics Information Management System (VSIMS) which
stores and disseminates vital records. Data integrity can be defined as the overall
completeness, accuracy, and consistency of data. Vital statistics is a large, complex, and
widely dispersed program that directly affects the lives and benefits of all present and
former Montana residents. If the data contained within the system is either inaccurate
or compromised, the repercussions to the individual, and likely the state, could be
costly. This report provides information on VSIMS and findings from our review of
controls around the system.

Background
Vital statistics are statistics on live births, deaths, fetal deaths, marriages, and divorces.
After a vital event occurs, information is collected from family members, physicians
and/or morticians, and other witnesses using standard forms. This information is
transcribed into VSIMS and the record is then considered electronically registered
with the Office of Vital Statistics (OVS).
VSIMS is a web-based system built around an Oracle database platform. The system
was developed and is maintained by contractor personnel. The six modules that make
up the Internet-based system are:


Electronic Birth Registration



Electronic Death Registration



Certificate Request Receipting



Remote Certificate Issuance



Adoption Processing



Vital Record Administration

Data for birth and death registration are entered at the time of the event. Typically,
information is provided by parents and physicians for birth. For death, information is
obtained from physicians, coroners, and morticians. Once all information is gathered,
a certificate is electronically filed with OVS, and is then available to the county
registrar and county clerk and recorder. The state office and county clerk and recorder
offices can issue certified copies of birth and death certificates directly from VSIMS.
The figure below shows the data collection and input process of vital information into
VSIMS.
13DP-02
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Figure 1
Data Collection for VSIMS
Local Registrar

OVS

Hard copies
transcribed into
VSIMS

Hard copies sent to OVS
Vital Event

Certified
Certificate

VSIMS

Data Gatherer

Certificate electronically
filed in VSIMS through web

OVS Verification

Source: Compiled by the Legislative Audit Division from audit work.

If a local registrar or other user does not have access to a computer or Internet services,
the VSIMS is supplemented by a paper system. The paper forms are completed and sent
to OVS for registration in VSIMS. According to the Department of Public Health and
Human Services (DPHHS), approximately 2 percent of all births and 6 percent of all
deaths in Montana are processed using paper forms and sent to OVS for registration.
Vital records are created almost daily and are used by a multitude of individuals and
groups. Once vital records have been electronically certified, any changes to information
must be made through a formal request to the department and only department
personnel can make approved changes. All records from Montana are transmitted to
the federal government for inclusion in the national vital records database. Research
groups, law enforcement agencies, university personnel, and other entities use vital
records for research and analysis purposes related to births and deaths in Montana,
and must make formal requests to the department to obtain vital information.
All changes and maintenance operations in the application, including updates/patches,
are performed by a third-party contractor after approval from the State Registrar. There
are no system administrators for VSIMS within OVS. DPHHS Network Security and
the Department of Administration (DOA) State Information Technology Services
Division (SITSD) provide network and database support, but the functionality of the
VSIMS application is the responsibility of the contractor. The initial contract for the
VSIMS project expired during the audit period and a new contractor was hired to
take over maintenance responsibilities. The following figure shows the organization for
OVS.
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Figure 2
DPHHS – Office of Vital Statistics
DIRECTOR
DPHHS

ADMINISTRATOR

Public Health and Safety
Division

CHIEF

Financial Services
& Operations
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STATE
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Vital Records
Admin
Supervisor
Lead Adoption & Correction Clerk
Correction Clerk
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Issuance Clerk
Issuance Clerk

Contractor
(Private)
Network
Security
(DPHHS)

Data
Acquisition
Supervisor
Data Quality & Fraud Prevention

SITSD
(DOA)

Program Assistant

Office of Vital Statistics

Application/
Network
Support

Source: Compiled by the Legislative Audit Division from department records.

Audit Scope and Objective
The audit focused on processes and procedures for issuing and maintaining birth and
death certificates. The subject areas that were not examined during the audit were
fetal death, adoption, marriage, and divorce. The overall objective of the audit was to
determine if program controls exist to maximize the integrity of VSIMS data. The
following are the control areas that were examined to meet the audit objective:


Access/Roles – Determine whether proper roles are assigned to all users of
VSIMS, and verify that these users have a business need for access to the
system.



System Monitoring – Determine whether procedures include monitoring of
the system and the activity of users.



Input Validations – Determine whether there are edits incorporated into
the system to help minimize incomplete data.
13DP-02
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Information Security – Determine whether there is oversight of the
customers who request and are provided information from the system.

Methodology
Steps taken to meet our objective included the following:


Interviews with department personnel, as well as a sample of VSIMS users.



Review of associated federal regulations and state laws, rules, and policies, as
well as system manuals.



Review of system development and maintenance contracts.



Observation of system operation.



Review and analysis of the VSIMS user list and associated roles and job
descriptions.



Examination of VSIMS activity logs.



Testing of the VSIMS database and associated system edits.



Review of research agreements/contracts.

Conclusion
Based on the audit work performed, OVS has established controls for VSIMS; however,
improvements could be made in certain areas in order to ensure maximum integrity
of VSIMS data.
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Chapter II – System Controls
Introduction
Users can access the Vital Statistics Information Management System (VSIMS)
via a secure web site using a standard Internet browser. Users are responsible for
entering vital records information into VSIMS. Department of Public Health and
Human Services (DPHHS) personnel are responsible for reviewing and approving all
information entered into the system. Once information is electronically registered in
VSIMS, department personnel are responsible for issuing certified copies of certificates,
reviewing and approving proposed changes to certificates, and disseminating
information to the federal government and other requesters. The department works
with a third-party contractor to maintain system operations.
The control areas we inspected during the audit included access, input, processing, and
output. These system controls are essential for data integrity due to the sensitivity of
the information housed within the system, such as personally identifiable information
(PII) and personal health information (PHI).

Access Controls
DPHHS personnel are responsible for assigning access to VSIMS. VSIMS has
approximately 2,000 users who can access the system on a daily basis. The Office
of Vital Statistics (OVS) is responsible for system operation and has 10 users, and
there are almost 650 other government employees with access. These employees
include colleagues within DPHHS, personnel of other state agencies, and some federal
employees as well. The remaining users reside outside of state and federal government.
Common nongovernmental personnel who regularly access the system are funeral
home employees, physicians/hospital employees, coroners/medical examiners, county
registrars, and county clerk and recorders.
Each user is assigned a specific role to access the system. These application roles provide
another layer of control by limiting the amount of operability each user has within
VSIMS. There are currently 28 application roles within the birth and death modules
that can be assigned. About half of the total population of users have roles that allow
read-only access. Included in the other half are key personnel who have administrative
roles assigned, allowing them elevated rights within the system. In addition, user IDs
and passwords are required for added security measures.

13DP-02
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User Access Requests
Individuals requiring access to VSIMS must first submit a User Access Request form
to OVS. The approving authority for all state affiliated agencies is the State Registrar.
All nonstate agency user requests are directed to the Data Acquisition Supervisor. If
approved, the documentation is forwarded to DPHHS Network Security to grant
access to the system. Once a user has access to the database, Network Security applies
a specific application role assigned by the State Registrar.
Every six months there is a review of user accounts in the system. The State Registrar
and the Data Acquisition Supervisor compare manual user lists to the database user
list generated by Network Security. The purpose of the review is to determine if there
are any users who no longer require access to VSIMS. Notifications are sent via postal
service requesting supervisors to review the users within their agency/organization and
respond in writing to either retain, delete, or add users. The forms required for deleting
and adding users are included with the notification. The six-month user review
only includes those users who are nongovernment. According to OVS, government
employees are omitted from the review because policy requires supervisors to inform
OVS of any personnel that no longer require access. This policy is only applicable to
state employee and does not take into account the federal employees that have access.
We selected a sample of 25 users (government and nongovernment) to confirm they
are still currently employed by the state or working for the agency identified on
the list. We noted four discrepancies and contacted OVS and Network Security to
either corroborate or discount our findings. Three out of the four discoveries were
administrative errors. However, we noted one active user employed with the Social
Security Administration who had changed positions within the agency and no longer
required access to VSIMS. According to Network Security, the user was still listed
as active on the user account list and currently had access to VSIMS. Because this
person was a government user, they were not part of the six-month review, and thus
did not receive a change request notification. While policy requires users within state
government to inform OVS of position changes, it does not ensure every government
user (state or federal) will be identified.

Recommendation #1
We recommend the Department of Public Health and Human Services
include all users in its six-month user review process for the Vital Statistics
Information Management System.
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User Roles
As stated above, all access requests are reviewed and roles or permissions are assigned
based on a determination by the State Registrar or the Data Acquisition Supervisor.
There is no documented criteria on how application roles are assigned. All users in
OVS are assigned an administrative role. This gives them capabilities to accomplish all
responsibilities required of their job, such as being able to view entire birth certificates
or search for marriage records within the system. However, they also have the same
administrative rights as the State Registrar who is responsible for oversight and
management of the entire system. Essentially, this allows all personnel in OVS the
capability to create, amend, and issue vital records, which are beyond the responsibilities
of their jobs. This situation has been recognized by the State Registrar as a system
control risk, and a request to change the role to reflect OVS staff job requirements has
been submitted to the contractor. By the end of the audit, the contractor had not yet
addressed the request.
As part of the audit, we reviewed a sample of users to determine if permissions
associated with the application roles were based on business need of the position. Of
the nongovernment users examined, there were no individuals assigned a role that
differed from their job/position title (i.e. a funeral home employee assigned a physician
role). However, we determined that funeral home supervisors have the capability to
enter in the cause of death for deceased individuals, and it is common practice to do
so. Section 50-15-403 (2), MCA, states:
The person in charge of disposition of the dead body or fetus shall
present the death certificate to the certifying physician, the certifying
advanced practice registered nurse, or the coroner having jurisdiction
for medical certification of the cause of death. The medical certification
must be completed by the physician, the advanced practice registered
nurse, or the coroner within the time frame established by the
department by rule. The person in charge of disposition shall obtain
the completed certification of the cause of death from the physician,
the advanced practice registered nurse, or the coroner and shall, within
the time that the department may prescribe by rule, file the death or
fetal death certificate with the local registrar in the registration area
where the death occurred or, if the place of death is unknown, where
the dead body was discovered.
A funeral home or crematorium director typically is the person in charge of disposition
of a body and who initiates the death certificate on paper. The demographic
information is filled out, and the form is faxed to the physician/nurse or coroner/
medical examiner for cause of death certification. Once cause of death is determined,
the form is completed and faxed back to the funeral home or crematorium. The entire
death certificate (including cause of death) is transcribed into VSIMS by funeral home/
13DP-02
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crematorium staff. When the certificate is validated by OVS, it becomes the official
record for issuance. So the permissions granted to funeral homes and crematoriums do
not align with industry best practices, and were an area of concern expressed by the
funeral home directors/supervisors we interviewed because cause of death does not fall
under their purview. The issue relates to the differences between the electronic process
and the hard copy submittal of certificates. However, according to DPHHS, requiring
physicians to directly enter in the cause of death within VSIMS would be met with
some resistance and could possibly slow the process of completing death certificates
within the time frame allotted. Because user roles cannot be restricted to job duties, a
compensating control should be implemented for validation by the person in charge of
disposition to affirm that documentation certifying cause of death has been provided
by medical personnel.

Recommendation #2
We recommend the Department of Public Health and Human Services:
A.

Further examine roles within the Vital Statistics Information Management
System and limit full administrative permissions to only the individuals
who require that capability.

B.

Develop a means within the Vital Statistics Information Management
System to provide assurance that documentation prescribing the cause
of death on death certificates has been provided by medical personnel.

Account Passwords
In addition to assigning access, each user has a unique login identification and
password. Unique IDs and passwords are common security controls to help ensure
only authorized users have system access. VSIMS also has a login security feature
that locks out a user after several failed attempts. During interviews with OVS staff,
we noted users of VSIMS are not forced to change their password after initial login.
This is only a recommended step within the user manual. Within OVS, we noted
two users that have not changed their password since the inception of the birth and
death issuance module in the system, dating back to 2005. According to state policy,
external user passwords are to “…be changed every six months or at the next login
time if previous login time is greater than six months.” For internal users, policy
requires that “Passwords will be changed at least every 60 days.” While reset controls
are commonly programmed into systems to force users to change passwords, OVS has
not implemented this type of functionality. If this function was implemented into the
system, it would provide stronger access control and could help minimize potential
password sharing.
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Recommendation #3
We recommend the Department of Public Health and Human Services require
all users to reset account passwords after a given amount of time to comply
with state policy.

Input Controls
The primary questions concerning input to VSIMS are whether controls are in place
to minimize the potential for input error, and to detect unauthorized or malicious
activity within the system. Controls in these areas within an information system are
essential in assisting in the duties of the program manager and ensuring data integrity.

Validations and Edits
VSIMS is programmed with system validations and edits to help improve data
integrity. A system validation is a process of checking data entered against a set of
pre-defined, configurable rules. These rules, also known as edits, may be federal and/or
state requirements, business rules, or rules to ensure that data is internally consistent,
valid, and complete. An example of this would be if a birth mother was only 21 years
old and had an education entered higher than a Bachelor’s Degree. In addition, the
system has validations to minimize missing, conflicting, or erroneous dates (i.e. birth
entered as a date after the date of death, age over 135 years, etc.). During entry of vital
record information, the system completes an initial verification for any missing or
erroneous data and alerts the user to enter or change information before being allowed
to proceed with certificate processing.
We observed and tested the functionality of internal system validations and edits
by creating fictitious birth and death certificates within the test database. The test
database is a replica of the production database and is updated weekly. The results of
our testing indicated all known validations and edits are working as expected.

Conclusion
The validations and edits embedded in the Vital Statistics Information
Management System function as anticipated and help limit the probability of
submitting a certificate that is incomplete or includes erroneous data.

13DP-02
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User Monitoring
Currently, there is no departmental policy regarding monitoring of user activity. OVS
supervisors can access a user activity log within the application; however, the only
data provided for monitoring purposes is user account maintenance and log-in times.
There is also a change log, which shows changes made to a given certificate, but these
changes are not tied to a particular user in the system for accountability. According
to the National Institute of Standards and Technology, information systems should
include internal monitoring and monitoring should include observation of events
occurring within the information system. This includes monitoring of system accounts,
as well as monitoring of privileged role assignments. Due to the inability of VSIMS
to provide user activity reports and a lack of user monitoring, combined with the fact
that application roles are not precisely defined for each user, there is vulnerability in
controls related to data integrity. While risk is mitigated for external users who must
submit a change request or amendment in order to make changes to existing vital
records, internal DPHHS users have elevated rights and can make changes to records,
or create new records, without oversight. Without consistent monitoring of these users,
inaccurate or fraudulent records could be created, either accidentally or purposefully,
and go unnoticed.

Recommendation #4
We recommend the Department of Public Health and Human Services
develop and implement procedures to monitor the activity of users with
administrative rights within the Vital Statistics Information Management
System on a regular basis.

Output Controls
DPHHS Office of Epidemiology and Scientific Support (OESS) provides statistical
information to federal and state agencies, as well as outside entities such as research
groups at universities. In order to obtain vital statistics data, a person must make a
formal request to OESS. Each requestor must state whether or not they will need
personally identifiable information (PII) or personal health information (PHI), which
is considered confidential. Birth and death records both contain PII and PHI. If PII
or PHI is required, the requestor must justify the need in an application (agreement).
Montana law, §50-15-122(2), MCA, states the following:
The execution of a research agreement that protects the confidentiality of
the information provided to a researcher in response to a written request
is required for disclosure of information that may identify a person or
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institution named in a vital record or report. This agreement must be
made in compliance with this chapter or rules adopted to implement this
chapter. Each agreement must prohibit the release by the researcher of
any information that might identify a person or institution, other than
releases that may be provided for in the agreement.
This law also states it is the policy of the state to protect the integrity of vital records
and vital reports, to ensure their proper use, and to ensure the efficient and proper
administration of the system of vital statistics. Administrative Rule, ARM 37.8.126
section (1), goes further by stating that anyone who submits a completed stateapproved application shall provide proof of identification before obtaining a certified
or noncertified copy of a vital record. In addition, the Policy and Procedure for Access
to Vital Records Data for Research or Governmental Purposes provided by OESS
says “while death certificates and death records are exempt from most confidentiality
restrictions, a copy of the research protocol and a research application are still necessary.”
In order to determine if vital statistics information is being properly protected, we
reviewed a sample of requests. Based on our review, there is a disconnect between OESS
procedure and departmental policy as to whether or not an application is required for
death lists or death records with identifiable information included. According to OESS
personnel, if there is no medical data (PHI) included in the information provided,
then it is considered public knowledge and is releasable without a research agreement.
This is also the direction provided to OESS by OVS. However, this standard followed
by OESS is contradictory to DPHHS policy, which requires an agreement for all death
certificates and records.

Recommendation #5
We recommend the Department of Public Health and Human Services
ensure that processes and procedures related to the release of death record
information are consistent with departmental policy.
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Chapter III – Automation of Processes
Introduction
During the course of audit work, we determined that while the Office of Vital
Statistics (OVS) has made strides in improving accessibility and efficiency through
the implementation of the Vital Statistics Information Management System (VSIMS),
there are internal practices that could be updated in order to make additional gains.
The subject areas below are two examples of processes and procedures that could
benefit from automation through available tools and capabilities.

New User Requests
Users are added and removed from VSIMS almost on a daily basis. The current process
for adding a new user can be somewhat lengthy. All access request forms must be
approved and signed by the State Registrar or the Data Acquisition Supervisor. The
forms are reviewed to make sure they are completed properly and that the individual
has a need for access to VSIMS. Once approved, the forms are faxed to Department of
Public Health and Human Services (DPHHS) Network Security. Network Security
provides database access to the individual and issues a user number. The application
roles assigned by OVS are also applied to user accounts by Network Security and all
documentation is then stored electronically. By using hard copy forms, the steps taken
by OVS staff are cumbersome and time-consuming. The figure below illustrates the
process.
Figure 3
New User Request Approval Process by OVS
Hardcopy request
form submitted by
user

Hardcopy form
faxed to Network
Security

User role printed
on paper then cut
and taped to
hardcopy form

Hardcopy form
scanned and saved
electronically, then
shredded

Source: Compiled by the Legislative Audit Division from audit work.

The utilization of electronic forms and e-mail would eliminate the exchange of hardcopy
forms and regular mail, which could streamline this and other internal processes.
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Six-Month User Review
As part of the six-month user review, OVS sends written notifications out to users via
mail. Included with the letter is a list of users within each agency/organization that
currently have access to VSIMS. Each agency or organization must indicate whether or
not each individual needs to be retained or deleted, as well as request additional users if
necessary. Copies of the user request form are included as well and must be completed
and returned if there are users deleted from or added to the list. After a given amount
of transit time with the postal service, the return letters and forms are received and
OVS updates the database user spreadsheet from Network Security as well as their
own internal user lists. The entire process for the six-month review takes approximately
21 days. This method of adding users to the system is somewhat antiquated. The
VSIMS provides the capability to e-mail users, which would be an efficient alternative
to mailing notifications. Since the user lists and forms are maintained electronically,
they in turn could be transmitted electronically. Figure 4 depicts the steps taken to
complete the user access six-month review process and a potential process utilizing
electronic forms and e-mail (Figure 4).
Figure 4
Overview of Six-Month Access Review Process

Current Process

Current Process

Network Security sends user list to OVS

Proposed Process

Proposed Process

OVS extracts user list from VSIMS and e-mails
notification with e-forms to agencies

OVS compares database users to its own
internally maintained list

User lists printed and mailed to agencies
Agencies annotate user list and submit
e-forms for new users
Agencies review lists and annotate which
users to retain or delete

New user forms are completed and mailed (if
required)
OVS recieves e-mails from agencies and
reviews new user e-forms
OVS adjusts internal and databse user lists

New user forms are approved/denied and
faxed to Network Security

Network Security adds new users to database,
then scans and saves forms electronically

OVS forwards user list and e-forms to
Network Security via e-mail
(e-forms stored electronically)

Source: Compiled by the Legislative Audit Division from audit work.
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This is just one possibility. If controls over access are strengthened, another possibility
is to automate this process through VSIMS by setting expiration dates for user access,
then having authorized personnel request retention, deletion, and addition via the
system. An additional benefit from setting user access to expire is better control over
approved system users. Changes to VSIMS would need to be implemented for this
option, which would require funds to complete.
The aforementioned are just a few examples that could be implemented. OVS has
operated primarily using hard copy documents and certain processes are still performed
in this manner. DPHHS is performing a business process analysis to help identify
areas that could benefit from efficiency gains. At the completion of this audit, this
review had not yet been completed.
By using available tools and capabilities, OVS could eliminate some of the steps involved
to complete the process and operate more efficiently. This would allow additional time
for staff to be able to focus more on other job responsibilities.

Recommendation #6
We recommend the Department of Public Health and Human Services utilize
the internal capabilities of the Vital Statistics Information Management System
to automate processes and increase efficiency.
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